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Understanding how social interactions affect privacy management is important in today’s digital landscape.
We are investigating collective management of privacy and security through a mobile application, CO-oPS,
that allows people to view and discuss each other’s app privacy settings within a community of users. Sixteen
small, self-organized groups, totaling 81 participants, used the app over a four-week period. Data collection
included pre- and post-study surveys measuring privacy perceptions (Community Belonging, Self-Efficacy,
Community Collective Efficacy) along with in-app behavioral logs (messaging and viewing activity). In this
paper, we present a social network analysis of our field study data, exploring the effects of group formation
and engagement on building privacy and security efficacy through CO-oPS interactions. Our analysis reveals
that while privacy perceptions were not initially homophilous, they grew more similar over time. Notably,
proactively messaging others in the app enhanced personal privacy management confidence. Our results
demonstrate the nuanced ways that groups can influence each other in addressing security and privacy needs.
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1 Introduction

When interacting with digital technologies, individuals often lack the requisite knowledge and tools
to effectively manage their data privacy [63]. At the same time, third-party applications frequently
leak or misuse sensitive user data without obtaining informed consent [15, 52]. Although mobile
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applications typically request permissions from users, these prompts are often laden with technical
jargon, rendering them difficult for non-expert users to interpret accurately [30]. Moreover, certain
third-party applications engage in deceptive practices by exploiting granted permissions to access
additional personal information without explicit authorization [15].

Given this lack of transparency and comprehension, users often seek advice and guidance from
their close social networks. Prior work has demonstrated that individuals commonly acquire privacy
and security knowledge through informal storytelling [49] and discussions with family, friends, and
colleagues regarding potential threats and protective strategies [24]. Users are more likely to trust
and act upon privacy advice when it originates from trusted members of their social circles [53],
and they are influenced to adopt privacy-preserving behaviors when these practices are modeled
by peers within their networks [24, 44].

Motivated by these socially-driven dynamics, networked privacy researchers have called for
community-based approaches to the co-management of digital privacy and security. For instance,
AppMoD enabled users to delegate privacy-related decision-making to a trusted advisor within
their network [64]. However, AppMoD primarily supported one-to-one delegation relationships. To
extend this line of work, we developed CO-0oPS ("Community Oversight for Privacy and Security”),
a mobile application designed as an intervention platform to facilitate collective privacy and
security management within trusted groups. CO-oPS enables community members to review each
other’s installed applications, examine granted or denied permissions, and communicate directly
through in-app messaging to exchange feedback and guidance. We deployed CO-oPS among 16
groups of people who knew each other, where they engaged with the app over a four-week period
and completed pre- and post-study surveys to evaluate changes in attitudes and behaviors. By
employing a Social Network Analysis approach, our work provides actionable insights for designers
and researchers in CSCW, particularly by demonstrating which specific in-app interaction patterns
(e.g., proactive messaging) most effectively foster self-efficacy and collective agency in digital
safety. This work supports moving beyond individual-centric solutions to architect more resilient,
community-supported sociotechnical systems for privacy and security.

Thus, our research is driven by the following research questions:

RQ1: How do demographic characteristics and privacy perceptions of individuals influence group
dynamics when forming communities for collective privacy management?

RQ2: How do individual privacy perceptions change at the network level after participating in
collective privacy management, and how are these perceptions interdependent?

RQ3: What collective privacy management activities positively influence individual privacy out-
comes?

This study employed a multi-faceted network analysis approach to investigate social dynamics
and privacy-related factors within the online community. First, we explored how these different
relational networks are structured by homophily, the tendency for individuals to connect with others
who share similar characteristics (RQ1). We considered not only demographics but also key attitudes
relevant in this context: community belonging [16], power usage [61], self-efficacy regarding privacy
and security [6], and perceptions of the community’s collective efficacy in ensuring privacy and
security [17, 38]. We also examined the alignment between users’ self-reported social connections
and their actual in-app behaviors — direct messaging and viewing — actions that inherently involve
active and passive interactions with others. Next, We tracked the evolution of these network
structures and attitudes from before to after app usage (e.g. using pre- and post-surveys) (RQ2).
Furthermore, we assessed the stability and interplay of these specific privacy-relevant attitudes.
Finally, we aimed to identify whether and which engagement activities predict the outcome of using
the CO-oPS app, namely an individual’s gain in self efficacy and community collective efficacy

(RQ3).
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Our results reveal that who users reported knowing beforehand was significantly associated with
their in-app interactions and viewing. This suggests that pre-existing social ties were reflected in
both passive monitoring and active engagement online. The self-formed groups were highly similar
across ethnicity. In stark contrast, connections based on attitudes toward community and privacy
perceptions initially exhibited widespread heterophily, meaning that individuals tended to connect
with others holding different attitudes at the study’s outset. However, these attitudinal mixing
patterns proved notably dynamic; they shifted significantly over the study period as attitudes
tended to converge within groups. Actively reaching out to others via direct messaging was a
significant predictor of gains in individual self-efficacy, suggesting a potential link between proactive
communication and personal empowerment within this digital context.

The primary novel contribution of this research lies in its integrated examination of social
network structures, dynamics of privacy-related perceptions, and distinct in-app behaviors within
the unique context of an application specifically designed to facilitate collective engagement in
privacy and security-preserving activities. While prior work might explore network effects of
in-person interactions and general social media, or investigate privacy attitudes in isolation, this
study distinctively bridges these domains. By situating this analysis within a mobile application
explicitly designed to foster collective engagement in privacy and security-preserving practices,
this study extends prior research by demonstrating how community-level digital safety initiatives
can influence both individual and collective outcomes.

Specifically, our finding that proactive, outbound messaging is a significant predictor of individual
self-efficacy gain offers the following design principle: systems must be engineered not just for
information exchange, but to incentivize users to actively help and advise others. This moves privacy
from a passive configuration task to an empowering, collective-action mechanism. Furthermore, the
observed dynamic shift from attitudinal heterophily to alignment provides evidence of emerging,
shared privacy norms within these groups, a key factor for the long-term success of community-
based digital safety initiatives. Our findings offer valuable contributions to understanding how social
dynamics interplay with individual and collective attitudes to shape engagement and potentially
impact the success of technologies designed to foster community-based privacy and security
practices. In addition, by demonstrating how network structures and attitudinal dynamics intersect
to shape engagement in privacy and security practices, this study advances current conversations
on sociotechnical systems, privacy management, and collective action. By demonstrating how these
specific behavioral incentives and attitudinal dynamics shape engagement, this study advances
current conversations on sociotechnical systems, privacy management, and collective action.

2 Background
2.1 Privacy and Security Management in Mobile Applications

The ubiquity of smartphone applications (apps) has introduced significant privacy and security
challenges, as apps routinely access sensitive resources (e.g., location, contacts, health data) and
may collect, store, or share this information in ways that users neither anticipate nor understand
[62]. For instance, empirical studies of health-related apps demonstrate that many applications
transmit personal health information without sufficient transparency, exposing users to potential
data misuse and regulatory non-compliance [62, 69]. Moreover, analyses of mobile usage patterns
reveal that users often exercise minimal caution regarding privacy in both public and private
contexts, underestimate app-related threats, and comply readily with permission requests, further
exacerbating risk [46].

Theoretical models have been applied to account for users’ engagement in privacy-protective
behaviors within mobile contexts. Protection Motivation Theory (PMT) suggests that elevated
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perceived self-efficacy, vulnerability, and privacy concern motivate users to adopt risk-reducing
behaviors, whereas greater awareness of app data practices can paradoxically diminish that mo-
tivation by increasing perceived response costs [68]. Complementarily, Communication Privacy
Management theory frames privacy as the outcome of boundary negotiation between disclosure
and control, highlighting the dynamic processes through which users manage information flow
on mobile platforms [67]. To mitigate the well-documented privacy paradox, where users’ stated
concerns fail to align with their behaviors, personalized privacy notifications have been proposed
to nudge users toward decisions that better reflect their expressed privacy preferences during app
installation and permission grants [35].

Mobile operating systems employ permission models (e.g., Android’s runtime permissions) to
grant users control over app access to sensitive resources. However, expecting users to review and
configure individual permissions for each installed app is often impractical, given the diversity of
user preferences and the complexity of permission settings [41]. Prior studies indicate that while
users exhibit consistent privacy and security preferences, they nonetheless struggle to locate and
comprehend fine-grained settings without additional support [5].

To empower users in managing privacy and security, a range of sociotechnical interventions
has been proposed. For instance, researchers have developed automated detection frameworks to
identify privacy-harming behaviors in mobile apps [48]. The authors uncovered audio and video
exfiltration without user consent and covert screenshot capture by third-party libraries, underscor-
ing the need for real-time monitoring and mitigation strategies [48]. Privacy-aware recommender
systems are leveraged to generate personalized suggestions that balance user burden and rec-
ommendation accuracy [60, 71]. In domain-specific contexts such as personal health, interactive
mobile interfaces that demonstrate common security features—encryption, authentication, access
control—have been shown to improve user comprehension and promote more informed privacy
decisions [69].

Despite these advances, the multifaceted nature of privacy and security management in mobile
applications demands integrated approaches that combine both individual empowerment and
community engagement to support both personal and collective efficacy in safeguarding digital
privacy. Therefore, beyond individual-level tools, a growing body of scholarship underscores the
critical role of social capital and collective action in mitigating privacy risks, which we will explain
in detail below.

2.2 Community-based Approaches for Privacy and Security

Beyond individual decision-making and isolated protective behaviors, a growing body of scholarship
underscores the critical role of social capital and collective action in mitigating privacy risks
[1, 2]. In particular, community-based models posit that trusted networks of peers—such as family
members, friends, and co-workers—can collaboratively oversee and reinforce privacy hygiene,
distributing knowledge and accountability across users [2]. For instance, empirical studies have
demonstrated that extended family members often provide reciprocal technical support, with
younger relatives guiding elders through security configurations and collectively negotiating app
permissions, thereby reducing individual cognitive burden and enhancing overall digital safety
[2]. Other research has explored privacy management within parent-teen relationships, shifting
away from hierarchical parental control toward a cooperative framework in which all members
engage in mutual monitoring and discussion of app permissions [3]. Such joint-family interactions
not only alleviate tensions around surveillance but also promote collective learning and trust by
situating privacy education within a supportive social environment [3]. Beyond familial structures,
crowdsourcing frameworks gather community opinions on appropriate data sharing in different
situations, helping to establish common guidelines for making privacy decisions [57].
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Collaborative approaches to privacy and security management not only amplify user awareness
by revealing prevalent privacy practices among peers but also address the critical issue of infor-
mation trustworthiness. For example, prior work integrated expert user recommendations into
crowdsourced frameworks to enhance the overall reliability of advice given to less experienced
users. In this line of work, Rashidi et al. have proposed frameworks leveraging the insights of
expert users, thereby enhancing the permission control process and ensuring that overall privacy
and security practices are informed by qualified knowledge [51]. The power of social influences
in shaping individual behaviors around privacy was further illustrated by studies conducted by
Das et al. and Redmiles et al. that observed how social proof can encourage users to adopt specific
privacy settings or security features based on observed behaviors of peers [24, 53]. Additionally,
recent experiments by Mendel and Toch highlighted the inclination of individuals to favor advice
from their close connections over established guidelines from community volunteers, revealing the
strength of trusted relationships in guiding privacy behaviors [45].

Recognizing the communal aspect of privacy management, solutions like Wan et al’s AppMoD
empower users to delegate security decisions within their trusted networks, fostering a collaborative
approach to app permissions [64]. Such community-centric strategies are vital in enhancing user
agency and ensuring that mobile applications adhere to user-defined privacy standards. Taken
together, these findings illuminate how community-based approaches, grounded in trust, reciprocity,
and shared expertise, can complement technical safeguards to establish robust sociotechnical
ecosystems for managing privacy and security in mobile contexts.

2.3 A Social Network Analysis Approach

Social Network Analysis (SNA) provides a powerful framework for examining how social structures,
interpersonal ties, and shared attributes influence individual and collective behaviors in digital
contexts [13]. By mapping interactions and identifying patterns of connection, SNA provides
insights into how individuals and groups exchange information, form relationships, and exert
influence in sociotechnical systems [43]. In the context of SNA, the most fundamental social unit is
the dyad, representing the interaction between two individuals. These interactions, referred to as
ties, serve as the basic building blocks of social networks [33]. SNA visualizations, or sociograms,
depict individuals as nodes and their interactions as links, effectively mapping the social ties that
form within a community [56]. By analyzing these connections, SNA reveals how relationships are
structured and how information flows within a network. Another key concept in SNA is homophily,
the tendency for individuals to connect with others who share similar characteristics, such as
demographic attributes or privacy attitudes [40, 43], which helps explain why certain network
structures emerge, as people are more likely to form connections with those they perceive as
similar. In addition, SNA also enables the creation of network metrics that quantify the position and
influence of nodes, such as centrality measures that identify key actors based on their connections,
which offers analytical frameworks and visualization techniques that make social structures and
interaction patterns more visible and interpretable [59].

Social Network Analysis has captured significant interest among both scholars and professionals
across various fields [59], namely but not limited to education [31], sports [66], scientific discovery
of physical problems [21], policy research [23], transportation [27], cyber security [39], and most
importantly sociocultural studies [42], as it creates opportunities for framing social phenomena [4].
For instance, by applying SNA, researchers analyzed the patterns and structures of interactions on
virtual communities such as email groups, chat rooms, and social networks, and provided insights
into how individuals connect, share information, and form relationships online [42].

Despite its extensive application in various domains, its potential to examine privacy and security
practices within community-based digital safety systems remains underexplored. As we live in a
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datafied society [32] where social, economic, and political relationships increasingly occur through
digital mediums, the social architectures do not allow users to live in islands of privacy. Rather,
as Gstrein and Beaulieu, Gstrein and Beaulieu argued, sharing the same time, space, and cultural
dimension makes it difficult for an individual to stand apart. This context makes the usage of
SNA relevant to study privacy, as it was used in previous studies [9, 19]. This study addresses this
critical gap by leveraging SNA to examine how social connections in a community-oriented privacy
management system influence privacy attitudes and efficacy.

Meanwhile, while SNA studies are highly reliant on the completeness of data, data is often
incomplete, or does not include elements that represent the constructs researchers are investigating
[55, 59]. This problem urges researchers to not just rely on individual data on public social networks,
but also study community interactions using conventional data collection methods in social science,
such as surveys, and interviews [59], as they provide significant data on social interactions[58].

We build upon prior this extensive prior literature by engaging with 81 participants in groups
for a 4-week field study to examine how individual and collective factors, such as social network,
impact their privacy practices on mobile applications. By integrating SNA with privacy manage-
ment frameworks, this study contributes to the CSCW community by highlighting how network
structures can be strategically leveraged to bolster both individual and collective privacy efficacy
in mobile systems. This integrative approach provides a novel lens through which to understand
how network structures and privacy attitudes intersect, offering design implications that extend
beyond individual user behavior to encompass collective security and privacy practices.

3 CO-oPS App Design

We developed the Community Oversight of Privacy and Security (CO-oPS) Android application,
based on the community oversight model introduced by Chouhan et al. [20], was designed with the
core requirement of increasing user awareness and trust through community-sourced mechanisms
that facilitate advice-sharing and active oversight among close relationships. The CO-oPS app
enables users to form communities and engage in mutual oversight by reviewing one another’s
installed applications and associated permission settings. To support this collaborative approach,
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Fig. 1. CO-oPS App Interfaces: (a) People, (b) Discovery, (c) Permissions and (d) Messaging.
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the app includes features for viewing apps and permissions and communicating through private,
in-app messaging.

As illustrated in Figure 1a, the People Page provides users with a directory of their community
members and access to the Discovery Page, where they can view the applications installed on
each member’s device. This feature facilitates transparency while also enabling private, in-app
messaging, allowing users to exchange guidance and feedback on app installations and permission
settings—thus promoting active participation in community-based privacy oversight. The Discovery
Page (Figure 1b) allows users to explore the installed apps of any group member and access further
details through the Permissions Page. This functionality is designed to enhance users’ awareness of
mobile privacy and security practices across the community. On the Permissions Page (Figure 1c),
users can view their own permissions granted or denied for each app, as well as compare these
settings with those of other members. A built-in shortcut to the device’s system settings (via the
“SETTINGS” icon) provides users with a convenient way to make changes directly. To balance
transparency with personal privacy, CO-oPS also includes a feature that allows users to hide selected
apps from their community. This empowers individuals to participate in shared oversight while
maintaining control over their own privacy boundaries.

4 Methods

We recruited 16 small, self-organized groups, each consisting of 2 to 6 individuals who already knew
one another. In total, 81 participants were enrolled, starting with initial contacts who then invited
members of their social networks to join their group. Participants installed the CO-oPS Android
app and used it over a four-week period to offer and receive feedback from each other within
their group in making privacy-related decisions. Alongside the app usage, participants completed
a survey both before and after the field study when they used the CO-oPS app. The study was
reviewed and approved by the Institutional Review Boards (IRBs) at the participating universities.

4.1 Study Procedure

Each group first completed a pre-intervention survey which collected their demographic information
and baseline measures of psychosocial factors relevant to privacy and security, namely Community
Belonging, Self-Efficacy, and Community Collective Efficacy using 5-point Likert scales ranging
from 1 (strongly disagree) to 5 (strongly agree). We also measured power usage—adapted from
[61] by Sundar et al. — to capture participants’ comfort with technology and their tendency to
explore its features. The community belonging scale, based on [16] by Carroll, assessed how
important individuals felt within their community and the extent to which they believed their
opinions were valued. The self-efficacy scale [6], as defined by Kropczynski et al. in [38], measured
participants’ confidence in managing their own privacy and security. Community collective efficacy,
also from Kropczynski et al. [38], gauges participants’ perception of their community’s ability to
collaboratively address mobile privacy and security challenges. Participants were also asked to
indicate their offline relationships with other members of their group, providing data on which
members knew which other group members. During an intake survey, participants were asked to
identify any other individuals in the study they already knew. This self-reported data was used to
construct the initial social network map and define the pre-existing groups.

After completing the pre-survey, participants installed the CO-oPS Android app and used it
within their respective groups for four weeks. Each week we sent a set of in-app tasks to our
participants to suggest interaction with the app and their groups. These prompts were intentionally
designed to stimulate sustained engagement throughout the four-week study period, thereby
ensuring sufficient interaction data for analysis within the four-week study period. For example,
Week 2 tasks prompted participants to: "From the “People” page, review one of your community
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member’s apps. Check if there are any apps or permissions that may not be safe. Send a message to
warn them about unsafe apps or permissions.” As the CO-OPS app functioned as the intervention
platform in this study, these types of prompts represent a mechanism through which similar nudges
could be embedded during actual use to guide and encourage positive privacy behaviors. During
the field study, the CO-oPS app functioned as the intervention platform, enabling users to offer and
receive privacy-related support and guidance. During this time, in-app behavioral data—including
messaging activity and viewing logs—was collected. At the end of the intervention, participants
completed a post-study survey that re-measured the same psychosocial constructs to assess changes
over time, excluding power usage, as the app was not designed to improve general tech skills.

4.2 Social Network Data

Three distinct social networks among the final sample of 81 participants were constructed as NxN
matrices — specialized data structures representing all possible pairs of individuals (dyads) and
the state of the relationship or tie between them. The Self-Reported in-person (Survey) network,
derived from pre-intervention survey responses and treated as undirected, represented pre-existing
social ties. From the in-app behavioral logs, a directed Direct Messaging (Messaged) network was
constructed representing who sent messages to whom (where the direction of the tie matters), and
a directed Activity Viewing (Viewed) network represented who viewed whose activity feed or
profile.

Participant attribute data were collected alongside network data. Demographic information
on Age, Gender, Ethnicity, and Education level was obtained via the pre-intervention survey.
Psychosocial attitudes were represented by composite scores derived from the validated scales-
Community Belonging (CB), Self-Efficacy (SE), and Community Collective Efficacy (CCE). This
approach was utilized to measure whether participants develop privacy management skills, and
gained score in these aspects. Thus, change scores for Self-Efficacy (SEGain) and Community
Collective Efficacy (CCEGain) were subsequently calculated as the difference between post- and pre-
intervention scores (Post - Pre). Finally, standard network centrality measures — metrics quantifying
an individual’s position or prominence within the network structure — were calculated. Specifically,
In-degree (representing the number of ties received by a node, e.g., messages received) and Out-
degree (representing the number of ties initiated by a node, e.g., messages sent) were computed for
each participant within both the Direct Messaging and Activity Viewing networks.

Prior to the main analyses, data cleaning procedures [10, 50, 70] were implemented to elimi-
nate potential information irregularities [18] and to enable a more accurate identification of the
phenomena occurring between individuals [36]. In-system activity log data were not successfully
recorded for 7 of the originally enrolled 22 groups, necessitating their exclusion from analyses
involving in-app network behaviors. Furthermore, 2 of the remaining 15 groups were subsequently
excluded due to substantially incomplete survey data among some members, which would have
compromised network integrity and attribute analyses. Consequently, the final dataset used for all
reported analyses comprised 81 participants nested within 16 distinct groups.

4.3 Data Analysis Approach

Data analyses were performed using UCINET for Windows [11], incorporating methods specifically
designed for the interdependent nature of network data. Unlike independent survey responses,
network data points (like relationships) are often related (a property sometimes called network
autocorrelation), requiring specialized statistical approaches.

To assess the alignment between different layers of social connection, the Quadratic Assignment
Procedure (QAP) correlation was utilized. QAP is a specialized correlation technique that compares
two entire networks dyad-by-dyad (comparing the state of the tie between the same pair of nodes in
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both networks) to produce an overall correlation coefficient [12]. Significance is assessed through
permutation tests, where the structure of one network is randomly shuffled thousands of times
(while preserving basic properties) to see how often a correlation as strong as the observed one
occurs merely by chance. QAP correlations were computed between the Survey network and the
Messaged network, the Survey vs. Viewed network, and the Messaged vs. Viewed network.

Network structure concerning homophily - the principle that similar individuals tend to form
ties with each other (’birds of a feather flock together’) [43] — was examined using the E-I index
(RQ1). This index quantifies the network’s balance between ties formed within specified attribute
groups versus ties formed between different groups, ranging from -1 (perfect homophily) to +1
(perfect heterophily, where ties predominantly form between dissimilar individuals). E-I indices
were calculated for the Survey, Messaged, and Viewed networks based on demographic attributes
and psychosocial attitudes. Continuous or Likert-scale variables, such as attitudes were split by
standard deviations before E-I calculation for the whole network [37]. The dynamics of attitudinal
mixing were explored by comparing E-I indices derived from pre-intervention attitude scores versus
those derived from post-intervention scores.

Relationships between various participant attributes (RQ2), including demographics and attitudes,
were investigated using QAP correlation procedures adapted, allowing for assessment of correlations
between individual characteristics while statistically accounting for the network dependencies. The
stability of attitudes was also assessed by correlating pre- and post-intervention scores using this
method.

Finally, to understand predictors of attitude change (RQ3), node-level network regression analy-
ses were conducted via Multiple Regression Quadratic Assignment Procedure (MRQAP) adapted
for nodal outcomes [25]. These models predict individual-level outcomes (here, attitude gains)
using predictors like network centrality measures, while statistically controlling for the network
autocorrelation (non-independence) discussed earlier. Significance testing for the overall model
and individual predictors relied on permutation tests (10,000 permutations), again using controlled
network shuffling to provide robust p-values without relying on standard statistical assumptions
potentially violated by network data. Separate models predicted SEGain and CCEGain from partici-
pants’ in-degree and out-degree in the messaging and viewing networks. By employing validated
scales, QAP, and MRQAP with permutation testing, our analytical approach ensures the statistical
robustness and internal validity of findings against network autocorrelation, an important step for
drawing reliable conclusions from interdependent social data.

4.4 Participant Recruitment and Demographics

We recruited a total of 81 participants, organized into 16 distinct groups. Recruitment was conducted
through a combination of methods, including recruitment emails, phone calls, word of mouth,
social media posts, and snowball sampling (where initial contacts invited members of their social
networks). For each group, recruitment began with an initial contact person, who completed a
screening survey to determine their eligibility. Eligibility criteria included the following: 1) reside
in the United States, 2) are 13 years or older (the minimum age was set to 13 to align with the U.S.
Children’s Online Privacy Protection Act (COPPA) guidelines for online services and to include the
perspectives of older adolescents, a key demographic for mobile technology use [28]), 3) have an
Android smartphone, 4) are willing to install and use the CO-oPS app, and 5) can participate in this
study with at least two other people they knew. The screening survey provided a brief overview
of the study and the CO-oPS app. Eligible participants were then given a consent form, which
explained the study’s purpose: to assess how individuals within self-formed communities use the
CO-0PS app to support one another in managing mobile privacy and security. After providing
consent, participants were asked to share the screening survey with others they wished to invite
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into their study group. Use of the app and data collection did not begin until at least 3 people in a
group had downloaded and installed CO-oPS.

5 Results

This section begins with an overview of the primary network layers utilized in this study. Following
the description and comparison of these datasets, we will present the findings from the analyses
conducted to address each research question.

5.1 Descriptive Characteristics of the Network Layers

Table 1 summarizes the demographic characteristics of the total 81 participants who performed any
activities (e.g; messaging or viewing) within the app, as well as the characteristics of the subsets of
individuals who engaged with messaging (N=60) and with viewing (N=51). The overall participant
pool was diverse in age but centered on young to middle adulthood, with the largest group aged
25-34 (44 participants, 54.3%), followed by those aged 18-24 (16 participants, 19.8%). This pattern was
generally similar among those engaged in messaging and viewing. Males constituted the majority
of the initial sample (50) and represented a slightly higher proportion among those involved in
messaging (61.7%) and viewing (66.7%). Educational attainment was generally high, with Bachelors
(37%) and Masters (40.7%) degrees being the most common qualifications in the initial sample; this
trend towards higher education persisted in the app-engaged subsets, although the proportion with
Masters degrees was higher among messagers (40.0%) while Bachelors degrees were more prevalent
among viewers (45.1%). Ethnically, the sample was predominantly Asian (64 participants, 79%), with
smaller proportions identifying as Black or African American (7.4%), White (3.7%), and Hispanic
or Latino (9.9%). The strong representation of Asian participants (~75%) continued within the
app-engaged groups, while Hispanic or Latino participants constituted a slightly larger percentage
of those involved in messaging (13.3%) and viewing (15.7%) compared to the initial survey pool.

To compare group formation to in-app behaviors, we retained the 81 participants with recorded
in-app activity for the analyses. Interactions representing group formation are considered on the
network layer. This network layer maps self-reported knowledge ties derived from survey responses;
this is the densest network, featuring 310 symmetric ties (meaning if A knew B, B also knew A), an
average degree centrality of 3.83, and its largest connected group contains 6 individuals. In contrast,
the second network layer representing in-app messaging network is sparser, comprising only 54
directed ties, yielding a much lower average degree of 0.67. The largest group linked by messaging
involves 4 participants, and the network exhibits an arc reciprocity of 0.52, indicating that just over
half of the messaging links were mutual. Similarly, the third network layer representing in-app
viewing behavior is also directed, containing 72 ties with an average degree of 0.89. Its largest
connected group consists of 5 individuals, and it shows slightly higher mutuality than messaging,
with an arc reciprocity of 0.58.

Regarding the alignment between self-reported in-person relationships and in-app interactions,
this study employed Quadratic Assignment Procedure (QAP) correlations. Specifically, we assessed
how the network of reported in-person relationships (Survey) correlates with networks derived
from direct messaging (Messaged) and activity viewing (Viewed) within the app. The analysis
revealed significant positive associations across relevant network comparisons (refer to Table 2 for
full results).

Specifically, the analysis showed a significant positive alignment between the network of self-
reported in-person relationships (Survey) and the network representing who viewed whose activity
within the app (Viewed) (r = .315, p < .001). This moderate correlation suggests that pre-existing
social ties align with patterns of passive information consumption or monitoring within this digital
environment.
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Table 1. Participant Demographics Reported by Survey and Individuals Engaged in Mobile App.

Attribute All Participants App-Messaged App-Viewed
N 81 60 51
Age (years)
13 -17 4 4 4
18 —24 16 14 14
25—-34 44 28 21
35—-44 6 3 3
45— 54 8 7 6
55—-64 1 1 1
65+ 2 2 2
Gender n (%) n (%) n (%)
Male 50 (61.7) 37 (61.7) 34(66.7)
Female 31 (38.3) 23 (38.3) 17(33.3)
Highest Ed. n (%) n (%) n (%)
Less than High Sch 5(6.2) 5(11.7) 5(11.8)
High School 1(1.2) 1(1.7) 1(2.0)
Some College 2(2.5) 1(1.7) 2(5.9)
Associate 3(3.7) 2(3.3) 1(2.0)
Bachelors 30 (37) 21 (35.0) 23(45.1)
Masters 33 (40.7) 24 (40.0) 14(27.5)
Doc./Prof. 7 (8.6) 4 (6.6) 3(5.9)
Ethnicity n (%) n (%) n (%)
Asian 64 (79) 45 (75.0) 38(74.5)
Black or African 6 (7.4) 4 (6.7) 3(5.9)
White 3(3.7) 3 (5.0) 2(3.9)
Hispanic or Latino 8(9.9) 8 (13.3) 8(15.7)

Furthermore, a significant positive alignment was also found between reported in-person re-
lationships (Survey) and active communication via direct messaging (Messaged) (r = .338, p <
.001). This moderate correlation indicates that acknowledged in-person connections also align
significantly with patterns of direct messaging within the app, suggesting that these broader social
ties translate into this form of active engagement online.

Table 2. Quadratic Assignment Procedure (QAP) Correlations between three relations among participants.

Survey Messaged Viewed

Survey -
Messaged .338***
Viewed 3157 4317 -

Note. ***p<0.001

Proc. ACM Hum.-Comput. Interact., Vol. 10, No. 2, Article CSCW018. Publication date: April 2026.



CSCW018:12 Jess Kropczynski et al.

Finally, a statistically significant link was also found between the two in-app behaviors - viewing
activity (Viewed) and direct messaging (Messaged) (r = .431, p < .001), suggesting a notable tendency
for these actions to co-occur.

Taken together, this demonstrates significant alignment between networks based on self-reported
in-person relationships and networks derived from both types of in-app interactions studied.
Specifically, acknowledged in-person ties showed moderate, significant positive correlations with
both passive viewing (r = .315, p < .001) and active direct messaging (r = .338, p < .001) within
the app. In other words, in-app messaging and viewing tended to occur between those in a group
who already knew each other. The significant positive alignment suggests that the CO-OPS app
successfully leveraged strong, pre-existing social capital to facilitate both passive monitoring and
active guidance exchange, validating the study’s premise that collective privacy management thrives
on existing trust ties. Moreover, the two primary in-app behaviors themselves are moderately
linked, indicating that passive observation and active communication are interconnected facets of
engagement within this digital environment.

5.2 Network Homophily: Demographic Structure and Attitudinal Mixing

Table 3. Homophily: E-I Index of attributes across each participant relation (Survey, Messaged, Viewed).

Demographic Pre-Survey Post-Survey Gain
Age Gdr. Eth. Ed. PrCB PrPU PrSE PrCCE PstCB PstSE PstCE SEGn CCEGn

Srvy. -0.25 -0.24 -0.88 0.12 0.29 0.23 0.37 039 033 -0.03 0.11 0.16 0.15
Mssg. -0.41 -0.38 -0.86 -0.18 0.66 0.16 0.41 032 052 018 032 0.16 0.10
Vwd. -0.06 -0.20 -0.83 0.14 044 0.20 036 049 037 -0.12 0.13 0.25 0.22

Variable abbreviations used in headers: Srvy. = Survey, Mssg. = Messaged, Vwd. = Viewed, Gdr. = Gender, Eth. = Ethnicity, Ed.
= Education, Pr = Pre-Test, Pst = Post-Test, CB = Community Belonging, PU = Power Usage, SE = Self Efficacy, CCE =
Community Collective Efficacy, Gn = Gain.

To understand how demographic characteristics and privacy perceptions shape group dynamics
in collective privacy management (RQ1), our study analyzed homophily and heterophily patterns
in group formation and subsequent in-app engagement. The E-I index was used to quantify the
tendency for participants to associate with similar others (negative values), dissimilar others
(positive values), or randomly mixing (values near zero). This index ranges from -1, indicating perfect
homophily (ties exclusively between similar individuals), to +1, indicating perfect heterophily (ties
exclusively between dissimilar individuals), with values around 0 suggesting random mixing. This
allowed us to analyze how shared demographic traits and privacy beliefs shaped the structure
of participant interactions within the groups through group formation and in-app behaviors
(messaging and viewing).

Our analysis revealed that ethnicity was the strongest driver of initial group formation. Partici-
pants overwhelmingly reported knowing others of the same ethnicity within their groups, with
a very strong homophily score (E-I = -0.884). This demographic pattern also influenced in-app
engagement, as participants continued to view the activity of others from the same ethnic back-
ground (E-I = -0.827). Gender and age also shaped these social structures, though to a lesser degree.
Gender-based homophily was moderate in both group formation (E-I = -0.239) and engagement (E-I
=-0.197), while age-based homophily was more prominent during group formation (E-I = -0.252)
but nearly absent during engagement (E-I = -0.056). Educational background showed a different
pattern, with slight heterophily in both stages (group formation E-I = 0.123; engagement E-I =
0.139), suggesting that participants were somewhat more likely to connect across educational lines.
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In contrast to demographic factors, initial in-app engagement was characterized by heterophily
regarding privacy perceptions. At the beginning of the study, participants tended to view the
activity of others who held different perceptions about community belonging (E-I = 0.438), per-
sonal confidence in managing digital privacy (self-efficacy; E-I = 0.358), and the group’s collective
ability to protect privacy (collective efficacy; E-I = 0.491). These patterns suggest that although
participants formed groups based on demographic similarity, their early in-app interactions were
more exploratory and exposed them to a broader range of privacy perceptions.

However, this diversity in privacy perceptions narrowed over time. As participants continued
engaging with others in the app, they increasingly focused on individuals whose perceptions
aligned with their own. Self-efficacy homophily shifted from moderate heterophily (E-I = 0.358) to
slight homophily (E-I = -0.124), indicating a notable convergence towards individuals interacting
with others who shared similar levels of confidence in managing their digital privacy. Collective
efficacy showed a similar trend, with heterophily decreasing from 0.491 to 0.129, representing a
substantial shift towards individuals engaging with peers who had similar perceptions of their
group’s collective ability to manage privacy. Community belonging also became more homophilous
(E-I decreasing from 0.438 to 0.368). This represents a moderate shift towards individuals connecting
with others who share similar perceptions of community belonging. These shifts indicate a dynamic
process where initial demographic sorting gives way to a secondary sorting based on shared privacy
perceptions as the community matures. This may reflect a process of seeking informational align-
ment or reinforcing existing beliefs through interaction with like-minded individuals, potentially
influencing the effectiveness of collective privacy management within these groups.

Overall, the findings indicate that the initial formation of the group was driven largely by demo-
graphic similarity, particularly ethnicity, while early participation in the app enabled participants
to connect with various perceptions of privacy. However, as participants continued to interact, their
focus shifted toward more like-minded peers. This dynamic convergence strongly suggests that
participants were not merely seeking similar peers, but were undergoing a process of social learning
and negotiating shared privacy norms through interaction, transforming the group from a collection
of individuals with diverse views into a community with emerging attitudinal coherence. This may
reflect a natural progression in which participants, some of whom actively helped others with
privacy decisions, began to develop a shared understanding or preference to engage with others
who had similar perceptions and levels of digital confidence. These evolving patterns highlight how
community dynamics can transition from exploratory to reinforcing, shaping the types of social
learning and support that occur in systems designed for collective privacy management.

The takeaways from this analysis are:

» Ethnicity strongly drives initial group formation: People overwhelmingly preferred to
group with and interact with others of the same ethnic background.

» Other demographics play a smaller role: Gender and age also led to some grouping with
similar individuals, but to a lesser extent. Interestingly, people were slightly more open to
connecting across different educational backgrounds.

« Initial privacy interactions are diverse: When first using the app, individuals tended to
engage with others who had different views on privacy matters, such as their confidence in
managing digital privacy or their sense of community belonging.

« Over time, privacy views align: As interactions continued, people increasingly focused on
others who shared similar privacy perceptions, shifting away from the initial exploration of
diverse viewpoints.
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+ Group dynamics evolve: Groups initially form around shared demographic traits (especially
ethnicity) but then shift towards being shaped by shared perspectives on specific topics, like

privacy, as community members interact more.

Table 4. QAP Correlations Between Pre- and Post-Test Variables and Gains

Variable Pr-CB Pr-SE  Pr-CCE Pst-CB Pst-SE Pst-CCE SE Gn CCE Gn

Pr-CB 1.000 0.021 0.017 0.020 0.012 0.015 0.028 0.018
Pr-SE 0.021 1.000 0.058**  -0.006 0.144™ -0.005 0.052** 0.033
Pr-CCE 0.017 0.058** 1.000 0.027 0.021 0.120™* 0.011 0.021
Pst-CB 0.020  -0.006 0.027 1.000 0.015 0.176**  -0.006 -0.010
Pst-SE 0.012 0.144™ 0.021 0.015 1.000 0.027 -0.044* 0.006
Pst-CCE  0.015 -0.005 0.120"* 0.176™ 0.027 1.000 -0.012 -0.025
SE Gn 0.028 0.052** 0.011  -0.006 -0.044" -0.012 1.000 0.134*
CCEGn 0.018 0.033 0.021  -0.010 0.006 -0.025  0.134* 1.000

Note. * p < 0.05, "™ p < 0.01.
Variable abbreviations used: Pr = Pre-Test, Pst = Post-Test, CB = Community Belonging, SE = Self Efficacy, CCE =
Community Collective Efficacy, Gn = Gain.

5.3 Attribute Intercorrelations and Network-Level Changes in Privacy Perceptions

To investigate how individual privacy perceptions evolved at the network level after participation in
collective privacy management, and the interdependencies of these perceptions (RQ2), we employed
QAP correlation analysis, accounting for network dependencies. Table 4 presents the correlations
between pre-test and post-test attitudes/behaviors, and the gains observed within the networked
groups. The results offer insights into the stability of these perceptions and how changes in one
related to changes in others over the study period. We observed modest but significant stability in
Self Efficacy (r=.144"") and Community Collective Efficacy (r=.120**) from the beginning to the
end of the study. In contrast, Community Belonging showed no significant temporal correlation
(r=.020), indicating that a participant’s initial sense of belonging was not a predictor of their sense
of belonging at the end of the study.

The analysis consistently pointed to an interconnectedness between individual and collective
efficacy perceptions. At the beginning of the study, the self-efficacy (SE) and the community
collective efficacy (CCE) were weakly yet significantly positively correlated (r=.058"*). This rela-
tionship strengthened over time, as evidenced by a moderate positive correlation between Post-Test
Community Belonging (CB) and Post-Test CCE (r=.176**). Importantly, changes in these efficacy
beliefs were also linked at the network level. Self Efficacy Gain and CCE Gain showed a significant
positive correlation (r=.134%), indicating that participants who experienced a greater increase in
their personal confidence in managing privacy also tended to be in groups where the perceived
collective ability to manage privacy increased. Interestingly, a higher initial self-efficacy was weakly
associated with slightly higher individual gains in self-efficacy (r = 0.052 **), a finding that warrants
further exploration in the context of network influence.

Figure 2 visually represents the groups that experienced an increase in Community Collective
Efficacy (CCE). The sociograms illustrate the network of interactions within these groups, with
nodes colored by high (green) and low (red) levels of SE, CB, and CCE, and arrows indicating the
direction of interaction. The overall trend within these seven groups suggests that an increase
in CCE often coincided with a general increase in SE within the group, supporting the positive
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Fig. 2. Group sociograms illustrating CCE increase. Nodes represent individual participants, labeled with

anonymized IDs (e.g., M2, G1). Letters (A-Z) denote distinct social groups that were identified based on

pre-existing connections reported by participants during the intake survey.
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Fig. 3. Group sociograms illustrating CCE decrease. Nodes represent individual participants, labeled with
anonymized IDs (e.g., M2, G1). Letters (A-Z) denote distinct social groups that were identified based on
pre-existing connections reported by participants during the intake survey.

correlation observed in the QAP analysis. Furthermore, the groups with the most substantial CCE
gains also tended to exhibit higher levels of CB, hinting at a supportive network environment
fostering both individual and collective empowerment. The individual-level trends within these
groups further reinforce the link between increased CCE and positive changes in both CB and SE.
Notably, CCE increase appeared more common in larger groups, potentially indicating that a larger
network provides more opportunities for shared learning and reinforcement of collective efficacy
beliefs.

Figure 3 depicts the four groups that experienced a net decrease in CCE. These sociograms
suggest that smaller groups, or larger groups characterized by members with persistently low
CB and SE who did not show improvement, were more susceptible to a decline in perceived
collective efficacy. This observation aligns with the network-level correlations, suggesting that
a lack of individual empowerment and strong community bonds within a network may hinder
the maintenance or growth of collective efficacy beliefs. The visual representation underscores
the potential interdependence of individual privacy perceptions and the overall sense of collective
agency within the network.

This analysis showed:

» Some privacy feelings are more stable than others: People’s confidence in their own
ability to manage privacy (Self Efficacy) and their belief in the group’s ability to protect privacy
(Community Collective Efficacy or CCE) stayed somewhat consistent from the beginning to
the end of the study. However, their sense of belonging to the community varied more.
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+ Personal and group confidence are linked: Individuals who felt more confident about
their own privacy skills also tended to be in groups that felt more confident about their
collective privacy skills. This connection even grew stronger over time.

+ Gains in confidence go together: When individuals experienced a boost in their personal
confidence about managing privacy, the group they were in also tended to show an increase
in its perceived collective ability to manage privacy.

» Supportive groups see better collective outcomes: Groups where the overall belief in
their collective privacy strength (CCE) increased often had members who also felt more
personally confident and had a stronger sense of community belonging.

» Larger groups might foster more collective confidence: An increase in the group’s
perceived ability to manage privacy (CCE) seemed to happen more often in larger groups.

« Low individual confidence can bring down group confidence: Groups that saw a
decrease in their collective ability to manage privacy were often smaller, or had members
with consistently low feelings of personal confidence and community belonging.

5.4 Predicting Individual Privacy Outcomes: Node-Level Regression

Table 5. Summary of Network Regression Analysis Predicting Self-Efficacy Gain (SEGain) (N = 81 Nodes)

Predictor B SE B t P

Constant 0.466  0.107 4355 -

Out-Degree Messaging 0.362  0.127 0.381 2.859 .007**
In-Degree Messaging  -0.154 0.112 -0.183 -1.374 0.172
Out-Degree Viewing -0.118 0.08  -0.212 -1.473 0.139
In-Degree Viewing -0.031 0.092 -0.049 -0.34 0.735

Note. Regression analysis accounts for network non-independence using permutation tests (10,000 permutations), via
Multiple Regression Quadratic Assignment Procedure (MRQAP) adapted for nodal outcomes. N = 81 nodes. R? = .124, Adj.
R? = .078. Overall model significance based on permutations approximates F(4, 76) = 2.692, p = .039. Individual predictor
p-values are 2-tailed, based on permutations. SE = Standard Error estimated via permutation. ¢-statistics are provided for
reference but significance is determined by permutation p-values. Significance for the Constant is typically not assessed via
permutation.

To understand how collective privacy management activities within the app influenced individual
privacy outcomes (RQ3), we investigated the relationship between participants’ messaging and
information-viewing behaviors and their gains in self-efficacy. We conducted a network regression
analysis (MRQAP adapted for nodal outcomes) to predict individual Self-Efficacy Gain (SEGain)
based on participants’ positions within the messaging and viewing networks (N = 81 nodes),
controlling for network dependencies through permutation tests (10,000 permutations). Predictors
included participants’ out-degree (sending messages and viewing others) and in-degree (receiving
messages and being viewed).

The overall regression model was statistically significant (R? = .124, Adjusted R* = .078, approxi-
mated F(4, 76) = 2.692, p = .039 based on permutations), indicating that participants’ patterns of
interaction within the CO-oPS app were associated with changes in their individual confidence in
managing digital privacy.

Specifically, Out-Degree in the Messaging network emerged as a significant positive predictor of
SEGain (f = 0.381, SE = 0.127, p = .007). This finding suggests that individuals who actively reached
out and initiated messages with a larger number of distinct peers within the app experienced greater
increases in their self-efficacy regarding privacy management. In contrast, receiving messages
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(In-Degree Messaging: f§ = -0.183, p = .172) and both initiating and receiving viewing activity
(Out-Degree Viewing: = -0.212, p = .139; In-Degree Viewing: ff = -0.049, p = .735), and In-Degree
Viewing (ff = -0.049, p = .735) were not significant predictors of individual self-efficacy gains in this
model. Table 5 provides the detailed results of this analysis.

Figure 4, a sociogram visualizing the messaging network colored by SE Gain, further illustrates
this finding. Participants who sent messages to more others (larger nodes) tended to exhibit higher
SE Gain (green nodes). This suggests that actively engaging in direct communication and sharing
information or support with a broader set of peers within the community was a key collective
privacy management activity associated with positive individual privacy outcomes, specifically
increased self-efficacy This result implies that the act of proactively offering advice or initiating
help (out-degree) is a greater source of personal mastery and efficacy gain than simply receiving
assistance or passively monitoring peers. This validates the self-efficacy theory principle that
performance accomplishments—like successfully advising others—are key drivers of competence in
a digital safety context.

Interestingly, parallel analyses examining the prediction of Community Collective Efficacy Gain
(CCEGain) using the same network measures yielded no significant results. This suggests that
while individual self-efficacy was influenced by active participation in direct communication, the
collective perception of the group’s ability to manage privacy was not significantly predicted
by these specific network position measures. This highlights a potential distinction between the
individual benefits of active engagement and the factors that contribute to a group’s overall sense
of collective efficacy. This distinction highlights that while individual proactive effort directly
enhances personal confidence (Self-Efficacy), the development of a shared belief in the group’s
ability (Collective Efficacy) is likely dependent on broader factors beyond simple interaction
frequency, such as successful group-level problem resolution or perceived competence of the group
as a whole.

Based on this analysis, we found:
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+ Actively messaging more people boosts individual privacy confidence: Individuals
who sent messages to a wider range of different peers in the app experienced a greater
increase in their personal confidence about managing their digital privacy.

Other interactions didn’t show the same benefit for individual confidence: Simply
receiving messages, viewing others’ activity, or having one’s own activity viewed did not
significantly predict an increase in an individual’s confidence in managing their privacy.
Individual confidence gains differ from group confidence: While sending messages
helped individuals feel more confident, these specific network activities (like how many

people someone messaged or viewed) did not significantly predict changes in the group’s
overall collective confidence in its ability to manage privacy.

6 Discussion
6.1 Demographic Homophily and the Evolution of Attitudinal Alighment

In addressing the question of how demographic characteristics and privacy perceptions influ-
ence group dynamics in collective privacy management (RQ1), our findings reveal a two-stage
process. Initial group formation, as reflected in the self-reported networks, was strongly shaped
by demographic homophily, with ethnicity emerging as the most significant factor. Participants
overwhelmingly reported pre-existing ties with others of similar backgrounds. This aligns with
social identity theory and self-categorization theory, well documented in literature on online
community formation, wherein individuals favor ingroup members in establishing social bonds
in online spaces [26, 54]. This characteristic homogeneity of our study population, particularly
regarding ethnicity, provides a valuable case study for understanding how strong pre-existing
demographic ties can influence initial engagement and subsequent social dynamics in collective
privacy management. Gender and age also contributed to homophily, albeit to a lesser degree, while
educational background showed a slight tendency towards heterophily, which may indicate seeking
of diverse perspectives, a dynamic sometimes explored in research on collaborative learning. This
dynamic may also reflect prior work in collective privacy management involving extended family
members, such as adults and teens, whose co-management reflected prior care-giving relationships
[1, 2]. While this study did not directly analyze the correlation between specific app privacy settings
and demographic factors, our findings on demographic homophily in interaction patterns suggest
that social ties formed along these lines could indirectly influence shared privacy practices.

Within the context of in-app engagement, while ethnic homophily persisted in both messaging
and viewing in-app behaviors, the early states of interaction were characterized by heterophily
regarding privacy-related attitudes such as community belonging, self-efficacy, and collective
efficacy. Participants initially tended to engage with others holding diverse privacy perceptions,
suggesting uncertainty at the group formation phase. Over time interacting in the app, this pattern
evolved toward greater alignment of privacy perceptions among interacting individuals, with a
lesser degree in heterophily and, in some cases, a trend toward slight homophily. This convergence
could be interpreted through the lens of developing shared mental models or common ground,
concepts known to set the foundation for effective online collaboration [29]. The increasing attitu-
dinal homophily might also reflect that individuals with similar privacy concerns or management
approaches gravitate toward each other for support within the community of collective privacy
management.
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6.2 Collective Privacy Management and Transformation of Individual Privacy
Perception

Regarding RQ2, which explores changes in individual privacy perceptions at the network level
after collective privacy management, our findings reveal interdependent development of privacy
efficacy. While supportive communities demonstrated significant potential as incubators for privacy
self-efficacy, the development of both individual and collective efficacy perceptions are contingent
on the nature and density of network interactions. The principle that efficacy flourishes within
a “rich tapestry of interconnections” aligns with literature emphasizing how dense and diverse
communication facilitates shared understanding, trust, and collective action [34]. When this com-
munication is sparse or individuals become isolated, as observed in some groups, the positive effects
on privacy perceptions diminish, suggesting that mere participation is insufficient without active
network engagement.

The decline in community collective efficacy (CCE) observed in four smaller groups (2-3 members),
compared to growth in groups with four or more members highlights how network structure and
size can critically moderate outcomes. Insufficient group size may limit the diversity of inputs and the
opportunities for vicarious learning or verbal persuasion, which Bandura [7] identifies as important
sources of self-efficacy that can aggregate toward CCE. The isolation of members like J4, J5, D2, and
F2 (see Figure 3), left them without social reinforcements, leading to a predictable decline in their
CCE. This underscores how network position can directly impact individual outcomes, preventing
the necessary social feedback loops that build and sustain collective beliefs [14]. Furthermore the
decline in community belonging for some, echoing Carroll’s [16] findings on the CCE-community
bond correlation, suggest that a weakened sense of group cohesion directly undermines belief in
the group’s collective capabilities. These instances point to an interdependence where individual
perceptions are shaped by their integration within a group communication network, and the
collective perception (CCE) is the emergent property based on the quality and quantity of these
interactions as well as the overall group cohesion.

6.3 The Role of Proactive Communication in Self-Efficacy Gain

Addressing the third research question concerning the influence of collective privacy management
activities on individual privacy outcomes (RQ3), our analysis revealed a significant relationship
between participants’ active engagement in direct messaging and their individual gains in self-
efficacy. Specifically, out-degree centrality in their messaging network (representing the number of
people a participant messaged in the app) positively predicted increases in self-efficacy regarding
privacy management. This aligns with prior research on knowledge sharing and the empowering
effects of providing assistance in online communities. By actively interacting with other participants
and engaging in activities like offering advice and articulating their own methods of privacy
management, they engage in activities that have been shown to enhance self-efficacy and sense of
expertise [8].

Expanding on this, it is interesting to note that the findings show that the number of messages
someone sends can boost their own sense of self-efficacy, but it does not always translate into
feeling more confident in the group’s abilities (CCE). Messaging out-degree reflects an individ-
ual’s proactive efforts to engage with others. This engagement can foster individual self-efficacy
through mechanisms outlined in Bandura’s theory of self-efficacy [7]. When individuals reach out
to others for information on privacy management and successfully understand it, they experience
performance accomplishments, enhancing their self-efficacy by proving that they can find solu-
tions. Additionally, expressing their thoughts and strategies about privacy helps organize their
understanding, further boosting their sense of competence. Lastly, positive feedback from peers,
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such as validating concerns or praising strategies, serves as verbal persuasion, reinforcing belief in
their abilities.

The link between messaging out-degree and increased self-efficacy is theoretically consistent
with Bandura’s work, and further the findings resonate with literature on network centrality, where
individuals in more active or central positions often gain individual benefits like enhanced learning
or influence due to increased information flow and opportunities for interaction [14, 65].

This insight holds significant practical utility for developers and policy-makers. By focusing
design efforts on facilitating and rewarding proactive help-giving (i.e., outgoing advice), platforms
can transition from being tools to becoming social catalysts for digital empowerment. The usefulness
of this work is therefore in providing a clear, measurable interaction metric (messaging out-degree)
that directly correlates with a positive individual outcome (SE gain), guiding where limited design
resources can be prioritized.

6.4 Design Implications

Based on our analysis of social dynamics and efficacy gains, we offer two core actionable recom-
mendations for CSCW researchers and system designers building future tools for data security:
First, design must prioritize Proactive Empowerment, engineering digital safety interfaces to in-
centivize and reward active help-giving (out-degree interactions) as the primary mechanism for
increasing individual self-efficacy, recognizing that the act of supporting others is the greatest
source of personal mastery [8]. Second, systems must design for Attitudinal Cohesion, facilitating
the negotiation of shared privacy norms by supporting the community’s natural progression from
diverse attitudinal mixing toward intentional alignment, ensuring that the collective system actively
reinforces consensus on digital safety practices [29]. In the following paragraphs, we detail specific
design implications derived from our findings that support these two principles, moving from
generic, one-size-fits-all privacy warnings to systems that harness verified social dynamics for
effective intervention.

Leverage pre-existing social connections to boost engagement. Harnessing pre-existing social ties
is important achieving initial user engagement and sustained collective management, laying the
groundwork for both proactive empowerment and attitudinal cohesion. The observed alignment
between self-reported acquaintanceship and in-app messaging and viewing behaviors suggests
that leveraging existing social ties can be critical in seeding initial user engagement, which is the
first key step toward sustained collective management. Design features that facilitate connecting
with known contacts within the app (e.g., friend suggestions, contact imports) can facilitate these
connections. Additionally, enabling users to seamlessly transition from viewing content to initiating
direct messages can further support social interaction and sustained participation while adhering to
contextual norms that govern messaging behaviors within established networks [47]. Furthermore,
our paper shows that privacy and security expertise within the network is a prerequisite for
collaborative approaches to benefit the wider community, asserting that CSCW researchers must
invest more time researching how to infuse such expertise to amplify broader network effects.

Encouraging proactive communication to enhance individual self-efficacy. The positive association
between messaging out-degree and self-efficacy gains underscores the value of proactive communi-
cation. Given that the CO-OPS app served as an intervention, the effectiveness of weekly prompts
in stimulating engagement highlights how similar prompts can be embedded during actual use
as a way to nudge user behavior in positive privacy directions. Hence, designers can consider
features that encourage users to initiate interactions, such as prompts to share privacy tips or
discussion starters. Gamified elements that reward outbound messaging can further motivate active
participation, reinforcing self-efficacy development.
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Improving collective efficacy through group-oriented features. While active messaging predicted
self-efficacy gains, it did not significantly influence community collective efficacy. Therefore, design
strategies aiming to foster collective efficacy should emphasize group-oriented features, such as
highlighting collective achievements, facilitating group discussions on privacy norms, or creating
shared goals for privacy management. Visual indicators of collective progress can help form a sense
of group accomplishment, distinct from individual confidence gains.

Raising awareness through visualized network. Interactive visualizations that map users’ connec-
tions within the app can enhance awareness of communication patterns and potential biases in
interaction networks. Visual elements that highlight frequently contacted peers, gaps in network
diversity, or emergent clusters of similar privacy attitudes can serve as reflective tools, encouraging
users to diversify their interactions and bridge network gaps.

Promoting diversity through nudges. The observed shift from initial heterophily to increased
homophily indicates a tendency for users to gravitate towards like-minded peers over time. To
counteract this, design elements that nudge users to engage with diverse network members can
be implemented. These nudges can take the form of recommendations for users to engage with
differing viewpoints or prompts to explore content from less frequently contacted peers. Such
strategies can help address concerns about the reinforcement of pre-existing biases in online
communities [22].

6.5 Limitations and Future Research

While the findings’ internal validity is secured by the use of validated psychosocial scales and
robust MRQAP network analysis with permutation testing, this study faced several limitations
that warrant consideration when interpreting the findings, particularly regarding external validity
(generalizability). Primarily, many participants were of a similar ethnic background, with strong
ethnic homophily observed in group formation. While this provides a valuable case study of social
dynamics within such a community, findings related to the pervasive role of ethnicity in initial
group formation should be interpreted with caution and require further research in more diverse
populations to validate their broader applicability. Similarly, the participant age distribution was
notably unbalanced, with a strong concentration in young to middle adulthood (25-34 years), which
may further limit the generalizability of our results to broader age demographics. Beyond the
sample’s composition, it is important to acknowledge that certain design affordances of the CO-oPS
platform—such as the weekly prompts (e.g., >warn someone about unsafe permissions”)—may have
influenced interaction patterns. These prompts acted as a form of structured nudging, meaning
the resulting behaviors were not purely organic. While this design choice ensured sufficient
interaction data for analysis, it also likely guided users toward specific types of engagement,
potentially accelerating the observed convergence of privacy perceptions. Additionally, while our
study explored the influence of demographic homophily on interaction patterns, it did not directly
assess the correlation between specific privacy settings (e.g., app permissions) and demographic
factors such as age, ethnicity, or education. Furthermore, our data collection was impacted by the
post-survey instrument, which did not include a power usage variable; this omission meant that
the statistical model developed to predict the gains in CCE did not reach significance, suggesting
that unmeasured factors influenced the outcome. Future work should aim to recruit more diverse
participants and distinguish between naturally emergent social alignment and platform-induced
interaction patterns. Additionally, incorporating a broader range of variables, potentially including
power usage and other unexplored factors, such as power usage, will be important for developing
more robust models to understand the multifaceted factors influencing community collective
efficacy, as well as investigate how demographic characteristics directly influence granular privacy
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settings and their evolution within collaborative privacy management contexts. Despite these
limitations, key findings such as the positive influence of proactive messaging on individual self-
efficacy gains are theoretically consistent with broader social learning theories and literature
on knowledge sharing in online communities, suggesting their applicability extends beyond this
specific study context.

7 Conclusion

Our study offered a comprehensive examination of how community formation and engagement
influence individual and collective privacy and security efficacy. By integrating social network anal-
ysis with privacy perception constructs, we uncover the nuanced interplay between demographic
similarity, attitudinal alignment, and user behavior in a community-centered privacy management
context. Our findings demonstrate that while pre-existing social ties shape early patterns of en-
gagement, it is proactive, outbound interaction—particularly through messaging—that predicts
meaningful gains in individual self-efficacy. This insight, consistent with social learning theories,
suggests a broad applicability for designing interventions that foster individual empowerment in
digital contexts. Moreover, shifts from attitudinal heterophily to greater homogeneity over time
suggest the emergence of shared privacy norms within digital communities. Beyond its empirical
contributions, this work advances theoretical understandings of networked privacy by demon-
strating how social configurations dynamically evolve in response to communal interaction. It
highlights the importance of viewing privacy not solely as an individual concern, but as a socially
embedded process shaped by relational structures and mutual accountability. These insights invite
further interdisciplinary research that bridges CSCW, privacy theory, and behavioral science to
deepen our understanding of how digital communities co-construct safety and trust in increasingly
interconnected environments.
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