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Our future power grid is probably one of the most 
complex and most sophisticated critical infrastructures. 
Given the complexity of the smart grid and its safety 
and security challenges, requirements elicitation for 
smart grid solutions requires a systematic process to 
address these crucial non-functional system properties. 
The research described in this report was motivated by 
work carried out in the context of the “enera” project, 
a public research project funded by the German Fed-
eral Ministry for Economic Affairs and Energy (BMWi)
within the funding program “Smart Energy Showcase 
– Digital Agenda for the Energy Transition” (SINTEG).
Among the many project partners, the two research in-
stitutes Fraunhofer Institute for Experimental Software
Engineering IESE and OFFIS – Institute for Information
Technology conducted research on methods for systems
and software engineering for complex systems and
systems-of-systems. The outcome is a process for elicit-
ing system-of-systems requirements, as well as an ex-
tension of the IEC 62559-2 use case template to address
non-functional requirements. The activities in the use
case elicitation process are accompanied and supported
by an assurance case.
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Abstract 

Our future power grid is probably one of the most complex and most sophisticated 
critical infrastructures. To model use cases arising in systems engineering, the in-
ternational standard IEC 62559 proposes a use case template. These use cases are 
generally employed in combination with a proper architecture model, providing 
seamless integration in order to trace the requirements from the stakeholders to 
the actual implementation. 

Although commonly used at an international level in smart grid engineering, the 
emphasis of the IEC 62559 template is clearly on functional use cases rather than 
non-functional aspects arising in system development. It offers only limited sup-
port for critical qualities such as safety or security. However, given the complexity 
of the smart grid and its safety and security challenges, requirements elicitation 
for smart grid solutions requires a systematic process to address these crucial non-
functional system properties. Use cases should reflect this need. 

In this contribution, we propose enhancements to the existing IEC 62559 template 
and the use case methodology for defining generic smart grid requirements ac-
cording to IEC 62913. To this end, we show how requirements analysis based on 
use cases can be suitably embedded into a comprehensive development process 
specifically devised for systems-of-systems such as the smart grid. In order to meet 
critical non-functional requirements with the necessary assurance, we propose 
suitable extensions to the use case template based on assurance cases. 
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1 Introduction 

The research described in this report was motivated by work carried out in the 
context of the “enera” project [1], a public research project funded by the German 
Federal Ministry for Economic Affairs and Energy (BMWi) and exploring advanced 
digitalization concepts for the smart energy grid of the future. 

1.1 The enera Project  

Enera is one of the five so-called show case projects named “Smart Energy Show-
case – Digital Agenda for the Energy Transition” (SINTEG) (in German: “Schaufen-
ster intelligente Energie – Digitale Agenda für die Energiewende”) funded by 
BMWi. From 2017 to 2020, the five SINTEG projects developed transferable model 
solutions for a secure, economic, and environmentally friendly energy supply with 
temporarily 100 percent electricity generation from renewable energies. The pro-
jects demonstrated their approaches in large-scale model regions1. 

Within the SINTEG program, enera developed and validated solutions for the three 
main topics grid, market, and data in a model region in the northwest of Lower 
Saxony, as shown in Figure 1. The work described in this report was carried out 
within this project in a work package that aimed at the design of the overall enera 
IT architecture, including an information security concept. This architecture is 
based upon use cases representing key scenarios in the overall enera project. 

1.2 Research Problem  

In enera, requirements analysis was based on use cases as a means to capture the 
needs of the involved stakeholders. From the documented use cases, functional 
and non-functional system requirements were derived. Alongside binding legal re-
quirements and technical guidelines, these use cases provided a basis for the de-
sign specification of the envisioned systems and served as a starting point for risk 
analysis. 

For the modeling of use cases, we employed a use case template according to 
IEC 62559 [2]. This use case model has been specifically adapted for the needs of 
the Smart Grid Architecture Model (SGAM), a harmonized European reference des-

                                                           
1 See https://www.sinteg.de/en/  

https://www.sinteg.de/en/
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ignation framework for the description of smart grids in the electric energy do-
main. The structure of the use case template reflects the various abstraction and 
interoperability levels of SGAM.  

 

Figure 1 – The model region of enera in the northwest of Lower Saxony, Germany. (Source EWE)  

For the specific purposes of the enera project, OFFIS applied some modifications 
to the original template and managed all use case information in a so-called Use 
Case Management Repository (UCMR). The UCMR, a tool developed by OFFIS, pro-
vides convenient online access to all use cases and offers various capabilities for 
cross-referencing, electronic search, or export of use case information in different 
electronic formats. 

After the first iteration of use case modeling workshops in the project, it turned 
out that the project stakeholders had significant difficulties in describing their in-
tended use cases appropriately within the given template structure. Apart from 
the inherent complexity of Smart Grid architectures, the following problems were 
observed as the main obstacles by the stakeholders: 
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• As most stakeholders were experts from the energy domain who lacked 
proficiency in software engineering, they had problems in choosing an ad-
equate level of abstraction for their use case descriptions. Moreover, they 
tended to mix product aspects (i.e., aspects regarding the technical system 
and its operation) and process aspects (i.e., aspects regarding the system’s 
lifecycle). 

• Even though the IEC 62559 use case template offers a rich structure con-
tent-wise and IEC 62913 [3] provides additional advice on its application, 
enera participants often struggled with filling in the requested information 
items in terms of what exactly to document and how to formulate the tem-
plate entries. 

While these problems were mainly usability issues, use case models raise even 
more fundamental concerns regarding non-functional requirements, such as 
safety and security. Because the emphasis of a use case is on how the system 
should interact with peer systems and the various stakeholders and what the sys-
tem should do, they typically neglect constraints, that is, what the system must not 
do.  

In the enera project, this drawback became apparent when the security and safety 
risk analysis was carried out: Based on the documented use cases, the risk analysis 
teams found it difficult to derive suitable safety and security requirements. They 
found it even more difficult to gain adequate assurance that the design specifica-
tions derived from the use cases will, in fact, mitigate the identified risks when the 
target solution is implemented. 

Observing these shortcomings of the use case modeling approach proposed in 
IEC 62559, OFFIS and IESE aimed at improving the existing standardized use case 
template and at providing more specific guidelines for the handling of so-called 
critical requirements. In particular, the focus was on adequate treatment of safety 
and security qualities, which are key concerns during risk analysis and threat miti-
gation activities throughout the development lifecycle. More specifically, our main 
research objectives were to: 

• Enhance the current IEC 62559 template to better reflect quality require-
ments, especially non-functional requirements and the necessary pre- and 
post-conditions of the use cases to meet these requirements. 

• Offer a complementary modeling approach for the assessment of critical 
system qualities to provide formal assurance that qualities specified in the 
use case descriptions will be fully covered by the system design and 
achieved in operation. 
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• Link the two modeling components – use cases and assurance cases – so 
that each model cross-references its counterpart. 

• Provide methodological guidelines on how to perform the modeling steps 
systematically to obtain the proposed use case and assurance case models. 

In this report, we propose a modeling approach that combines use case models 
with assurance case models. 

1.3 Structure of this Report 

In Chapter 2, we argue that the Smart Grid has the characteristic properties of a 
system of systems. Such complex systems are particularly challenging develop-
ment targets, and we delineate a process for the systematic elicitation of system 
requirements for such engineering challenges in the context of smart grids. In sup-
port of the proposed process steps, we also suggest some tools and techniques for 
the elicitation, documentation, and management of requirements and related en-
gineering artifacts. Use case modeling based on the IEC 62559 template is a cor-
nerstone of this framework.  

Chapter 3 focuses on quality requirements, especially those requirements that 
need to be met with a high degree of certainty, such as safety and security prop-
erties of the system under development. We introduce assurance cases as an es-
tablished modeling approach for such critical qualities and describe the founda-
tions of the Goal Structuring Notation as a formal way to document these models. 

Chapter 4 explains how our method approaches the analysis and assurance of im-
portant system qualities. To this end, the chapter introduces the notion of quality 
models and shows how a systems and software quality standard such as 
ISO/IEC 25010 [4] may be employed to identify relevant system requirements, 
which can then be addressed with corresponding assurance case models as intro-
duced in the preceding chapter. We illustrate this approach with a small example. 

In Chapter 5, we explain how use case items and assurance case items are linked 
for comprehensive mutual cross-referencing and easy traceability between system 
objectives, between individual steps of use case scenarios, and between interre-
lated use cases and the corresponding evidence providing quality assurance. 

Chapter 6 summarizes the key ingredients of our proposed modeling framework. 
Based on the insights gained during the enera project, we reflect on their potential 
strengths and weaknesses. 

Finally, Appendix A shows the structure of the IEC 62559 use case template and 
our proposed extensions. Appendix B refers to the risk assessment metrics used in 
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ISO 26262-3 [5] as alternative risk metrics to the general ones introduced in Sec-
tion 4.4. Appendix C provides an example application of our modeling approach for 
assurance cases that illustrates the concepts described in this report. 
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2 A Process for the Elicitation of System-of-Systems Requirements 

This chapter motivates the need for system-of-systems engineering in the context 
of smart grids and outlines its implications in the context of the enera project. Key 
characteristics of smart grids that suggest a system-of-systems approach are the 
heterogeneity of the systems under study, the many different disciplines of the 
stakeholders, and the challenging communication required for proper interface de-
sign.  

First, we will introduce the theory of systems of systems and delineate the corre-
sponding challenges. We will highlight eight core problems that must be addressed 
in system-of–systems development. To remediate the corresponding pain points, 
we need to draw on a requirements engineering process that is firmly rooted in 
system-of-systems theory.  

These considerations impose process requirements on our requirements analysis 
approach, which is based on use case modeling according to IEC 62559. Various 
other process and artifact requirements emerge as the needs of various stakehold-
ers are considered. Eventually, these factors formed a development method for 
enera, the so-called Use Case SoSE process, which takes into account SGAM, IEC 
62559, creativity techniques, as well as traceable data and requirements manage-
ment.  

During the enera project, it turned out that the standardized IEC 62559 use case 
template provides only limited support for our envisioned process. This observa-
tion inspired several use case extensions that we developed and partially evaluated 
during the enera project. The proposed use case enhancements will be discussed 
in subsequent chapters.  

2.1 Systems and Systems of Systems  –  An introduction 

Etymologically, the term “system” originates from the Greek “sýstēma”; according 
to Duden [6], it can be described as a whole composed and structured of separate 
elements. As versatile as this description can be interpreted, as diverse and con-
text-dependent are the existing definitions of the term “system”. 

Many definitions are based on Bertalanffy’s work on General Systems Theory, 
which attempts to formulate principles and rules that are valid for a large number 
of systems – more precisely, for all “open” systems. Bertalanffy [7] describes a sys-
tem as a set of interacting elements and distinguishes between real (i.e., physical) 
and conceptual systems (e.g., mathematics). Similarly, Boardman and Sauser [8] 



A Process for the Elicitation of System-of-Systems Requirements 

8 

describe the essence of a system as “‘togetherness’, the drawing together of vari-
ous parts and the relationships they form in order to produce a new whole [...]”. 

Also based on General Systems Theory, Sillitto et al. analyzed more than 100 cur-
rent and historical definitions [9] with the goal of defining the hard-to-grasp con-
cept of a system. The results of this work include the definition by the International 
Council on Systems Engineering (INCOSE) [10], according to which a system is a 
combination of parts or elements that together show a behavior that is not present 
for the individual components.  

Both Bertalanffy’s work and the definition of INCOSE are characterized by a possi-
bly all-encompassing and generally valid understanding of the concept of a system. 
A potential limitation is the consideration of so-called “Engineered Systems” [11]. 
Such an engineered system is characterized by the fact that it has been developed 
with the intention of achieving a specific, previously known goal in a context antic-
ipated during the design process. The overall system can consist of technical (hard-
ware and software), natural (e.g., energy or closed (technical) ecosystems), and 
social (e.g., stakeholders or users) components, whose interactions generate the 
actual benefit of the system. Due to the social components, an engineered system 
can also be considered as a socio-technical system. In the further course of this 
section, a system is always considered to be an engineered system.  

While a system is a collection of parts or elements that together exhibit behavior 
not present for the individual components, a system of systems (SoS) can, accord-
ing to ISO/IEC/IEEE 21839 [12], be described as a set of systems that can interact 
with each other and thereby provide capabilities and functionality that none of the 
constituent systems (CS) can provide alone. Where in the context of systems one 
speaks of “elements” or “parts”, in the context of SoS we have “constituent sys-
tems”. This differentiation is important because, as Maier [13] explains, unlike an 
element of a system, each CS serves its own purpose (Operational Independence) 
and actually fulfills this purpose independent of the SoS (Managerial Independ-
ence). 

Analogously to the term “system”, an SoS cannot be defined clearly. Boardman 
and Sauser [14] report that they found more than 40 definitions and approaches 
for distinguishing between systems and SoS. Among these definitions is the char-
acterization by Maier [13], which serves as a basis for many of the definitions 
found. Maier names five characteristics of an SoS. In addition to operational inde-
pendence and managerial independence, which are considered key criteria, there 
are also the three characteristics of evolutionary development, emergent behav-
ior, and geographical distribution. Boardman and Sauser [14] [15] [16] themselves 
also list five characteristics for the differentiation of systems and SoS as a result of 
their literature research: autonomy, belonging, connectivity, diversity, and emer-
gence. 



 A Process for the Elicitation of System-of-Systems Requirements 

  9 

In contrast to the characteristics of an SoS, a widely recognized and now standard-
ized [17] taxonomy has been established for the different types of SoS, which orig-
inates from the work of Maier [13] and Dahmann [18]. Maier originally described 
the three different SoS types “directed”, “collaborative” and “virtual”, which differ 
in terms of the increasing degree of operational and managerial independence of 
their CS in ascending order. Dahmann added the “acknowledged” type to this clas-
sification, which is essentially a hybrid of the directed and collaborative types. 

The ISO standard 21841:2019 [19] defines these four types as follows: 

• Directed: The SoS is developed and operated for a specific purpose and by 
a central authority. The CS are under the control of the central administra-
tion and, while in regular operation mode, are subordinated to the SoS and 
its requirements. Nevertheless, each CS retains the ability to operate inde-
pendently. 

• Acknowledged: The SoS operates under the direction of a management 
designated by the CS and with the use of dedicated SoS resources. The 
objectives of the SoS are based on agreements between the CS. The CS 
maintain their individual and independent development, financing, and re-
sponsibility. They are not merely subordinate to the SoS, but also pursue 
their own intentions and goals. Changes to the systems are implemented 
in cooperation between the SoS and the CS. 

• Collaborative: The CS cooperate voluntarily to fulfill agreed upon pur-
poses. Since there is no central management, the CS decide together on 
the type of cooperation and compliance with standards. The high degree 
of autonomy allows the CS to prioritize their own goals and intentions, 
which can have a direct impact on the quality of the SoS. 

• Virtual: An SoS that has neither management nor agreed upon goals or 
purposes. Completely emergent behavior arises. This emergence can lead 
to both desired and undesired behavior. The capabilities and maintenance 
of the SoS depend on “invisible” mechanisms and cannot be determined 
externally. 

2.2 Challenges in Systems and System-of-Systems Engineering 

Systems engineering describes a holistic, cross-domain, cross-disciplinary and inte-
grative approach to successfully develop, deploy, and decommission systems [20]. 
It applies concepts and principles of Systems Thinking as well as scientific, techno-
logical, and organizational methods [10]. 
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Traditional engineering disciplines are often component-based and focus on the 
performance of the component under development. In contrast, systems engi-
neering adopts a holistic view of a problem, including all values and requirements 
of the stakeholders. The broader scope of system engineering includes not only 
technical requirements, but also social, regulatory, and economic concerns. Con-
tributions from traditional disciplines (mechanical engineering, electrical engineer-
ing, etc.) are evaluated in relation to the whole and integrated in such a way that 
a coherent overall system is created in which no view of one discipline overshad-
ows the others.  

System-of-Systems Engineering (SoSE) finally has an even wider scope than sys-
tems engineering. While traditional system engineering is essentially concerned 
with a single system and its lifecycle, SoSE has to consider a multitude of different 
and potentially independent systems with their own lifecycles and – depending on 
the type of SoS – different stakeholders and conflicting interests [21] [22]. The bal-
ancing of classical disciplines turns into the integration of the constituent systems 
(CS). To integrate the CS into a superordinate whole, understanding the CS them-
selves, their interaction with each other, and how they contribute to fulfilling the 
purpose of the SoS is essential [22]. Furthermore, changing CS and stakeholder re-
quirements over time must be considered and anticipated [22]. 

According to the US Department of Defense’s “Systems Engineering Guide for Sys-
tems of Systems” [22], the underlying architecture on the technical side and the 
stakeholders on the social-psychological side are of crucial importance for the sus-
tainable success of inherently dynamic and heterogeneous socio-technical SoS. 
Thus, understanding the CS themselves, their relations and interrelationships, and 
the motivation of the stakeholders becomes one of the most important aspects. 
This understanding enables both the identification and assessment of measures to 
achieve the SoS objectives as well as the evaluation and anticipation of internally 
or externally driven changes. At the same time, this understanding serves as a basis 
for creating a technical framework that enables purposeful and user- or stake-
holder-oriented further development of the system. 

The technical framework can be understood as the architecture of the SoS. The 
architecture is limited to aspects at the level of the SoS. It leaves details of the CS 
unconsidered, if possible. Consequently, the SoS architecture mostly consists of 
the CS and their individual functionalities, the interfaces between the CS, and the 
information to be exchanged. The requirements of the architecture result from the 
requirements and the context of the CS and their stakeholders on the one hand, 
and from the goals, the context, and the environment of the entire SoS on the 
other hand. Since all CS must integrate within the architecture and adhere to the 
defined rules for interoperability, the architecture of the SoS serves not only as a 
“requirement sink” but also as a “requirement source” for the CS. 
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In the following, different challenges of systems engineering and SoSE will be de-
scribed, which will then be mapped to corresponding pain points that show the 
negative impact on practical work within SoS. 

Conflicting requirements are not uncommon in cross-domain projects with many 
different stakeholders. Accordingly, incompatible requirements and resulting ten-
sions between stakeholders occur in SoSE as well. The resolution of these conflicts 
in favor of the SoSE is usually accompanied by the penalization of one or more CS. 
According to [22], this disadvantage is only accepted if it is ensured that the af-
fected stakeholders can understand and comprehend the decisions. 

Problem 1 (Understanding). The lack of a shared understanding can lead to unsolv-
able conflicts, resulting in insufficient solutions or even the failure of the entire pro-
ject. On the one hand, it is necessary that a shared understanding of the project, its 
goals, and the abilities of the CS is available across all CS. On the other hand, it is 
not necessary for each CS to know the motivation or attitudes of every other CS. 

The previously mentioned context and environment of a system play a vital role in 
the design. Referring to Ackoff [23] and Simon [24], Shah et al. [25] describe the 
environment of a system as all external elements that can cause changes in the 
system or establish constraints and boundaries. External elements are those that 
are not directly involved in the value-adding processes of the system.  

Analogously to the emergence of an SoS itself, Shah [25] shows that the context of 
an SoS can also exhibit emergent characteristics. Both the SoS and the CS can be 
seen as individual systems in themselves and thus have their own context and en-
vironment. By bringing together independent systems, a new context is created, 
which is neither the intersection nor the union of the previously existing contexts. 
Rather, the newly created context contains the elements of both contexts that are 
relevant for the SoS as well as additional, previously non-existent elements that 
are only relevant for the assessment of the SoS with their respective CS. 

Problem 2 (Context). Both the context of the SoS and the context of the individual 
CS must be considered during the development and implementation process. 
Changes in context must be considered throughout the entire lifecycle. Various as-
pects of the system environment must be reflected in a combined view to obtain a 
valid overall picture. 

Just as each CS has its own environment and context, different CS and their stake-
holders have their own languages, terminologies, and knowledge bases. Combin-
ing the expert knowledge of different domains may be seen as a necessity for de-
veloping novel solutions that no domain would be able to do alone [26] [27]. How-
ever, different perceptions and interpretations of information, tacit knowledge, 
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and hard-earned expertise can hinder knowledge exchange and communication 
[27].  

According to Shannon and Weaver’s “The Mathematical Theory of Communica-
tion” [28], Carlile [27] [29] describes these so-called knowledge boundaries on 
three levels, which arise depending on the degree of innovation and increase in 
complexity: syntactically, semantically, and pragmatically. 

Syntactic boundaries increasingly arise when no common problem description lan-
guage is established between the parties. Broniatowski and Magee [30] illustrate 
this boundary with the example of an elevator system, which in British English is 
often called a “lift”, while in American English the term “elevator” is more com-
monly used. In both cases, the same object is meant. Semantic boundaries arise 
when there is a common syntax, but the interpretation of terms, information, and 
situations can vary depending on the particular context. Pragmatic boundaries 
arise through personal or political interests and the resulting conflicts between 
parties. These conflicts occur because knowledge from one domain can negatively 
affect another domain. These negative effects, as well as the effort required to 
learn something new or transform existing knowledge, reduces the willingness to 
accept the facts and make the necessary changes. Instead of creating and applying 
new knowledge by combining different domains, “old”, existing knowledge is pre-
ferred and a situation that Broniatowski and Magee [30] call a “competency trap” 
occurs. This competency trap can eventually lead to situations where different do-
main experts cannot learn from each other, thus preventing the creation of new 
knowledge. 

Problem 3 (Knowledge Boundaries). Tacit knowledge and knowledge boundaries 
prevent the exchange of knowledge across domains, the learning of new 
knowledge, and therefore the creation of new knowledge. However, this new 
knowledge is required for innovative solutions to new kinds of problems by inter-
disciplinary teams. 

Syntactic and semantic interoperability are also key factors for the technical imple-
mentation of a sustainable and adaptable SoS. Typically, an SoS is initially created 
with the goal of fulfilling a specific purpose and thus a defined use case. In order 
to be able to react to new or changing objectives, a reorganization of the CS may 
become necessary. For CS already in use, newly emerging targets and use cases 
can mean that they are used in a way or for a purpose not previously intended, 
which results in new capabilities of the entire SoS (emergence). Sufficient interop-
erability creates the flexibility necessary for the reorganization of an SoS and allows 
the recombination of existing CS. The reuse of already existing CS ultimately also 
leads to increased cost-effectiveness [31]. 
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Van der Veer and Wiles [32] identify four levels of interoperability: technical, syn-
tactical, semantic, and organizational. Each level 𝐼𝐼𝑛𝑛 can only be reached if the pre-
vious level 𝐼𝐼𝑛𝑛−1 has already been implemented successfully. 

• Technical interoperability is achieved once data can be exchanged be-
tween systems. Typically, this level involves both individual hardware and 
software components as well as the infrastructure and protocols necessary 
for communication between systems. 

• Syntactic interoperability generally relates to the data formats being used. 
It is achieved once the data transmitted in a technically interoperable man-
ner complies with the underlying rules of the selected format. Thus, on this 
level, besides the well-formed nature of the data, the processing of the 
data itself also takes place. 

• Semantic interoperability is achieved once the previously transmitted and 
processed data is correctly interpreted and “understood” by all involved 
systems. While some time ago, human interpretation was emphasized on 
this level, nowadays machine interpretation of the data has become cru-
cial as well. 

• Organizational interoperability addresses the ability of organizations to ef-
fectively communicate data and information. This communication must 
still be sustained effectively, even if, for example, the most diverse infor-
mation architectures and processes are used or legal framework condi-
tions differ. 

The postulated flexibility, effectiveness, and sustainability of an SoS can only be 
achieved if both the CS and the SoS as a whole are interoperable at least on a se-
mantic, but preferably on an organizational level. 

Problem 4 (Interoperability). The necessary minimum level of interoperability can 
only be achieved through agreements and resolutions concerning both the tech-
nical implementation and the meaning of the content of communicated data. 

While central decisions and concerns – such as financing, goals, or procedures – 
can be dictated by a central authority in both conventional engineering and di-
rected SoS, the influence of a central administration decreases as the independ-
ence of the CS increases (see Section 2.1). At the latest within a collaborative SoS, 
there is no longer any sole leadership authority. 

In a survey conducted by the INCOSE SoS Working Group [33], the lack of central 
authorities and hierarchical management structures was cited as one of the most 
important problem areas in SoSE. This led to the question of effective collaboration 
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patterns in SoS and of the necessary roles, characteristics, and skills for effective 
leadership in SoS. 

Problem 5 (Leadership). The lack of leadership authority and the issues outlined 
above generally indicate the need to reach a consensus among all stakeholders in-
volved. 

In order to reach consensus for the SoS and the respective CS and to be able to 
make decisions that correspond to it, a common understanding of the context and 
the environment are of crucial importance. The combination of these factors leads 
to a complex whole, in which elements from various areas interact with each other 
or exhibit interdependencies. The resulting complexity makes it almost impossible 
to keep track of the big picture without effective documentation. 

In software engineering, inadequate architecture documentation is a well-known 
problem. Therefore, we could extract the lessons learned from this discipline and 
transfer them to SoSE in general. Rost et al. [34] were able to confirm the im-
portance of a properly documented architecture in a study. Their survey revealed 
five main problems, including four that are relevant in this context: 

• The documentation of the architecture is usually not up to date and there-
fore does not provide any real benefit. 

• The documentation is provided in an identical way for all stakeholders and 
tasks, which often means that the information required for a specific task 
of a specific stakeholder is not accessible. 

• The documentation shows inconsistencies in structure, notation or even 
content. 

• The documentation does not provide sufficient options for navigation or 
search of the required information. 

According to Lethbridge [35], two frequently mentioned reasons for outdated or 
poorly written documentation are the time and effort required to maintain the 
documentation on the one hand, and the experience that excessive documenta-
tion is not exploited to its full extent anyway on the other. 

Problem 6 (Documentation). Lack of effectiveness in use and lack of efficiency in 
production lead to non-existent, outdated, inconsistent, or incorrect documenta-
tion, which in turn leads to high costs for the maintenance and evolution of system 
architectures. 
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Before the actual system design, the most important step for the success of a sys-
tem is the elicitation of requirements. Underlying methods and processes are sum-
marized under the term Requirements Engineering (RE).  

In software engineering, requirements are typically divided into two categories: 
Functional requirements describe what a product should be able to do; non-func-
tional requirements usually specify with which quality and under which conditions 
the required functionality must be provided. Differentiating between these two 
categories is somewhat misleading, since both aspects must be considered equally 
to achieve a satisfactory realization.  

Apart from system requirements, requirements themselves also have require-
ments that they should meet [36]. For example, they should be unambiguous, nec-
essary, consistent, and verifiable. 

The technical view of a problem as well as the requirements of requirements can 
usually be met well by traditional SE. In contrast, the more complex and rather 
holistic problem space of SoSE means that this primarily technical problem analysis 
is no longer suitable, since, for example, social, organizational, or political dimen-
sions are omitted. Table 1 according to [37] compares the facets, which are of crit-
ical importance for RE in SoSE in terms of emergence, ambiguity, and knowledge 
boundaries. 

Table 1 – Differences between Systems Engineering and SoSE from an RE perspective based on [37]  

Area Systems Engineering SoSE 

Focus Single complex system Multiple integrated complex systems 

Nature Technical Mainly Socio-technical 

Objective Optimization Satisficing 

Expectation Typical aiming at optimized 
solution  

Initial response and first iteration of 
a solution 

Problem Well defined Emergent 

Analysis Technical dominance Contextual influence and criticality 

Goals Unitary Pluralistic 

Boundary Fixed and defined Fluid and ambiguous 

The differences from an RE point of view clearly show that the biggest influencing 
factor is not technical, but rather organizational, political, and social in nature. The 
interaction of different systems, the goal of satisfying the stakeholders, or even 
pluralistic objectives and purposes will ultimately be based on human beings as a 
social component of a socio-technical system. This shows that all characteristics of 
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an SoS combined lead to the fact that – similar to the Wicked Problems described 
by Rittel and Webber [38] – there is no single right or wrong solution. 

Finally, Keating et al. [37] derived five implications from the differences shown in 
Table 1, of which four directly affect the requirements of an SoS: 

• “The nature of the SoSE problem domain suggests that requirements are 
simultaneously loose and tight.” Requirements should be adaptable to in-
creasing understanding or changing variables. Therefore, they must be as 
tight as the current situation requires, but also loose enough to be able to 
adapt to changing circumstances. 

• “Requirement resolution should increase with additional understanding of 
the complex SoS problem domain and emergent conditions.” In SoSE, the 
problem, the approach, and the context are in constant flux. It is therefore 
important to ensure that the requirements are continuously reviewed and 
refined. 

• “Requirements for the SoS are of a different class than requirements for 
constituent subsystems being integrated into the SoS.” Requirements of 
the SoS architecture must be of a holistic and integrative nature. Coordi-
nation, integration, and management of the SoS should be the focus. 

• “Balance must be achieved in the requirements for the SoS.” The sole focus 
on technical requirements and performance inevitably leads to an unsat-
isfactory and incomplete solution. Requirements must consider the en-
tirety of the problem domain. Besides the technical dimension, this in-
cludes the human, social, organizational, and political dimensions already 
mentioned. 

Problem 7 (Requirements). In contrast to conventional engineering, requirements 
in SoSE cannot be regarded as immutable and complete. They must be continuously 
reviewed and refined to reflect the current context and understanding. 

In essence, SoSE is a Wicked Problem, as it must reconcile divergent, sometimes 
conflicting requirements of different stakeholders, which requires trade-offs and 
compromises. Accordingly, the SoS problem can only be solved to a certain degree, 
and most likely no perfect solution exists that would fully satisfy all stakeholders. 

Problem 8 (Wicked). There is no single correct solution for complex socio-technical 
systems. 
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The mapping to the respective Pain Points [33] of SoS in Table 2 shows that the 
identified problems have a negative impact on the practical work within SoS. Al-
most every problem contributes to several topics.  

Consequently, approaches to solving these problems help to counteract existing 
challenges of SoSE. The problems themselves can thus be used to derive require-
ments for the process to be developed in the following chapter. While the process 
itself has been developed with the goal of supporting the design and implementa-
tion of SoS, no fundamental principles can be derived from mere process design. 
Only the application, further case studies, and long-term experience allow the der-
ivation of such principles. Therefore, the associated column in Table 2 is empty and 
will not be considered further in the following. 

Table 2 – Comparison of the Pain Points [33] of SoS and the identified problems 
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SoS Authorities What are effective cooperation pat-
terns in SoS?         

Leadership What are the roles and characteris-
tics of effective SoS leaders?         

Constituent 
Systems 

What are effective approaches for 
the integration of constituent sys-
tems? 

        

Capabilities and 
Requirements 

How can SoSE respond to the SoS 
capabilities and requirements?         

Autonomy, Inter-
dependencies, 
Emergence 

How can SoSE address the complex-
ity of dependencies and emergence?         

Testing, 
Validation and 
Learning 

How can SoSE address SoS valida-
tion, testing and continuous learn-
ing? 

        

SoS Principles What are the main principles of the 
SoS mindset?         
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2.3 SoSE Process 

The challenges described in Section 2.2 strongly indicate that the challenges in 
SoSE cannot be adequately met by a single process alone. The complex interaction 
of the CS and their stakeholders within socio-technical SoSE means that each of 
the problems described must be addressed in various ways and at multiple levels. 
A significant part of the problems primarily relates to aspects of social interaction 
or policy constraints of the participating companies and less to technical chal-
lenges. 

The process developed in this section is meant to be a part of the solution, but not 
the only solution. Accordingly, the requirements identified below do not address 
all the problems previously described and do not fully cover those addressed. Fur-
thermore, we assume collaboration and participation willingness for all stakehold-
ers and CS.  

To allow the integration of the process into existing process models with as little 
effort as possible, the structure and description of the process is oriented toward 
feasible partial models of process models. Broy and Kuhrmann [39] structure pro-
cess models by using sub-models, which they derive from the question “Who de-
velops what and how do they do it?”. These sub-models are the artifact model 
(What?), the role model (Who?), and the activity model (How?). If a temporal com-
ponent is added, the sequence model (When?) forms the fourth sub-model, which 
describes the sequence of the activities. Across all sub-models, we need to con-
sider the existing constraints, methods, and best practices. 

According to the problems identified in the previous section, the requirements for 
the process are defined first. Based on these requirements, the artifact model is 
developed and the artifacts necessary to fulfill the requirements are described. The 
artifact model is part of the foundation of the activity model. The identified activi-
ties can generate or provide necessary artifacts, or they can also serve the specified 
requirements. Subsequently, the roles required to perform these activities are de-
fined in the role model. The chronological order of the activities is defined in the 
process model, including the artifacts that are involved. Finally, the sub-models are 
integrated into the overall process. 

2.3.1 SoSE Process Requirements 

Problem 1 (Understanding) states that a lack of shared understanding can cause 
unsolvable conflicts with serious consequences for the success of an SoS. These 
consequences range from failing to meet stakeholder expectations to the failure 
of the entire project. Such conflicts are not uncommon in interdisciplinary teams 
with different stakeholders from different domains. Although not every CS has to 
develop an all-encompassing picture of other CS, knowledge about their goals and 
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concerns fosters the development of satisfactory solutions. On the other hand, it 
is essential that each CS understands the purpose, goals, and capabilities of the 
SoS. 

Requirement 1 (Establish a shared understanding): The activities as well as the ar-
tifacts resulting from them shall help to develop and maintain a shared understand-
ing of the purpose, goals, and capabilities of the SoS across all stakeholders. 

The willingness to collaborate, which is necessary for the formation of a shared 
understanding, also contributes significantly to dealing with a lack of leadership 
authority, as described in Problem 5 (Leadership). In SoS, with increasing independ-
ence of the CS, there are fewer and fewer central leadership authorities. From the 
perspective of the SoS, goal-oriented decisions can only be made collaboratively 
among stakeholders. Furthermore, collaborative action also plays an important 
role in the context of the desired interoperability described in Problem 4 (Interop-
erability). 

Requirement 2 (Enable collaboration): The methods used in the process shall facil-
itate collaboration and trust as well as consensus building among stakeholders.  

Generally, the desired as well as the necessary level of interoperability described 
in Problem 4 (Interoperability) should always be considered in the context of a con-
crete use case. It is not necessary that all CS of an SoS are interoperable with one 
another. However, if new use cases for an SoS emerge, suitable CS should be able 
to achieve sufficient interoperability with little effort [34]. 

Requirement 3 (Ensure interoperability): The process shall establish the interoper-
ability necessary for the specified use cases. 

Sensitive information, which the CS keep and need for their economic operation, 
is often a limiting factor for collaboration. Confidential data can severely limit the 
information exchange between the corresponding CS. This is particularly relevant 
if some of the sensitive data must be disclosed to a selected group of stakeholders 
in the course of joint projects. The stakeholders must therefore be enabled to col-
laborate without disclosing sensitive and critical information to unauthorized 
stakeholders. 

Requirement 4 (Ensure confidentiality of information): The tools and methods used 
in the process shall allow stakeholders to manage sensitive data necessary for col-
laboration so that it is inaccessible to unauthorized stakeholders. 

Apart from confidential information, a variety of additional information must be 
provided to obtain a comprehensive and valid overall picture of the SoS for collab-
oration. Besides the system architecture – which is mainly determined by the CS, 
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their interfaces, and the relations between the CS – this information is mainly de-
rived from the CS and SoS contexts described in Problem 2 (Context). The strong 
interdependence between the technical architecture and the conditions described 
by the contexts requires the simultaneous and joint consideration of all infor-
mation relevant for the considered use cases. 

Requirement 5 (Visualize all relevant information simultaneously): The tools used 
in the process and the resulting artifacts shall represent all the information and 
framework conditions necessary for a valid overall picture in an aggregated man-
ner. 

Another major challenge in SoSE is the development of a sufficiently dynamic and 
adaptable architecture that is capable of representing the constantly changing re-
quirements, contexts, and emerging use cases described in Problem 7 (Require-
ments). Such an architecture is not designed once, but is subject to continuous 
change. 

Requirement 6 (Enable continuous monitoring): The process shall take into account 
potentially occurring changes in requirements, context, and environment by provid-
ing continuous monitoring. 

It should require little effort to integrate the devised SoSE process into existing 
models and processes. Both agile and conventional models should be supported. 
By integrating the solution into established processes, acceptance increases and 
the perceived additional effort for process implementation is reduced. 

Requirement 7 (Enable integration into existing models): The components of the 
process shall be integrable into agile as well as into conventional process models. 

The tools supporting the process also affect the acceptance of the solution. Stake-
holders in projects are often separated in time and location. To overcome these 
geographical and temporal boundaries, web-based systems are a common rem-
edy. Unfortunately, most of these systems are general-purpose tools that lack spe-
cific support for SoSE artifacts of various kinds. The lack of specialization will often 
result in the use of makeshift solutions for the exchange of abstract and complex 
issues such as the system architecture. Such workarounds ultimately aggravate 
mutual understanding. By using a web-based and at the same time domain-ori-
ented software, geographical and temporal separation can be overcome. 

Requirement 8 (Use purposeful tools and methodologies): Tools and methods used 
in the process must be domain-oriented and usable in daily business even by sepa-
rated engineering teams. 
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Table 3 summarizes all previously mentioned requirements and assigns them to 
the identified problems to whose solution their implementation contributes. Re-
quirement 7 (Enable integration into existing models) and Requirement 8 (Use pur-
poseful tools and methodologies) primarily refer to necessary factors for successful 
implementation of the process rather than to the identified SoSE problems. There-
fore, none of the problems are directly assigned to them. 

Table 3 – Assignment of the identified problems to the derived requirements 
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1. Establish shared understanding         

2. Enable collaboration         

3. Interoperability         

4. Confidentiality of information         

5. Simultaneous visualization of relevant information         

6. Continuous monitoring         

7. Integration into existing models         

8. Purposeful tools and methodologies         

2.3.2 Artifact Model 

The artifact model defines all artifacts of the process model. Artifacts are defined 
as any results and intermediate outcomes that are created by the activities of the 
process. The artifact model specifies the content and form of the artifacts. Addi-
tionally, it may define dependencies between artifacts [39]. 

2.3.2.1 Shared Understanding 

Shared understanding is the least graspable artifact and is directly derived from 
Requirement 1 (Establish a shared understanding). Referring to Smart et al. [40], 
Bittner and Leimeister [41] define it as the capability to coordinate the behavior of 
independent agents of a group towards a common goal. Shared understanding is 
based on mutual knowledge, beliefs, and assumptions about the task, the group, 



A Process for the Elicitation of System-of-Systems Requirements 

22 

the process, or the tools and technologies being used. All of these aspects are po-
tentially subject to change. 

The definition clearly shows that shared understanding and the resulting capabili-
ties arise primarily between the people involved in the process. It can be difficult 
or impossible to record or technically document it to its full extent. According to 
Aranda [42], a typical documentation usually lacks informal, anecdotal, or only 
vague information, which, however, is essential in achieving shared understanding. 
Furthermore, this kind of documentation suffers from the same difficulties as the 
system documentation described in Problem 6 (Documentation), such as inconsist-
encies, missing updates, and lack of attention. To make matters worse, the results 
of a process whose success depends on interpersonal and direct communication 
are recorded in an asynchronous and indirect way. 

2.3.2.2 Body of Knowledge 

Nonetheless, documenting shared understanding remains an important task to 
form a common Body of Knowledge (BoK) among all participants. This BoK assumes 
the function of documentation. In particular, it includes both the architectural de-
sign and the architectural description. 

However, the BoK must be understood not only as an information sink but also as 
a development tool. This aspiration also includes looking at it in a less formal way 
and, for example, supplementing it multimodally with sketches, notes, photos, vid-
eos, and so on. Given appropriate tool support, relations between and annotations 
on the “individual parts” can help to make discussions, thoughts, and results more 
comprehensible.  

A capability to create historical states – similar to a version control system – can 
also help to make decisions more transparent and to better understand the impact 
of the influencing factors. To fulfill Requirement 4 (Ensure confidentiality of infor-
mation), the concrete realization of the BoK must also provide mechanisms for 
sharing confidential data only with selected stakeholders. 

2.3.2.3 Ubiquitous Language 

Shared understanding and its documentation have in common that they require a 
common, ubiquitous language to prevent misunderstandings and ambiguities. In 
the context of software development, the term ubiquitous language was coined by 
Eric Evans [43]. It refers to a uniform, problem-oriented language used by all stake-
holders. Evans explains the necessity of such a language by the fact that business 
and technical experts need a common language to communicate unmistakably 
with each other in all situations. Tenzer and Pudelko [44] also state that language 
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barriers between different native tongues can have a strong negative effect on the 
successful formation of a “Shared Mental Model”. 

Applied to the heterogeneous group of stakeholders, such a uniform vocabulary 
helps in cross-domain and interdisciplinary communication. The language contrib-
utes to the formation of a shared mental model and thus fosters shared under-
standing. In addition, this approach promotes thinking in the problem space and 
from a problem perspective, avoiding the artificial limitation of the solution space 
by an overly technology-driven approach.  

The ubiquitous language itself represents an independent, dynamic artifact that 
changes with the SoS. It is part of the BoK and should be used in all forms of com-
munication and documents. It can be captured simply by a glossary, a thesaurus, 
or by something more complex, an ontology. However, its manifestation as a tan-
gible artifact only supports the establishment of a ubiquitous language, but does 
not constitute full realization of this concept. 

2.3.2.4 Standards and Standardization Gaps 

Another important part of the knowledge base are the standards to be used and 
established in the domains participating in the SoS. Their terminology, methods, 
and facts influence both the ubiquitous language and the shared understanding. In 
addition, standards directly contribute to the interoperability requested in Re-
quirement 3. Appropriate standards can ensure the correct transmission and pro-
cessing of data as well as uniform interpretation of information across all partici-
pating systems.  

Since the CS of an SoS – specifically of a new use case – usually already exist before 
the newly arisen use case, it is desirable that both the CS and the SoS consider and 
implement common standards. This ensures that suitable CS can be empowered 
to work together with little effort. From a CS point of view, the advantage is that – 
if the CS itself has implemented applicable standards – no negative effects on local 
operation caused by required adaptations are to be expected. 

Employed or applicable standards can be documented in a simple list. However, 
such a list offers little added value, so further information should be provided. In 
addition to the area of application and the domain of the standard, this includes 
the CS already implementing the standard and information about the use cases in 
which the standards are used. The same procedure should be followed for identi-
fied standardization gaps in order to offer participating CS the option to close these 
gaps collaboratively and to advance standardization. 
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2.3.2.5 Summary 

In total, four artifacts were derived from the previously identified problems and 
requirements, which are summarized again in Table 4. 

Table 4 – Artifacts summary 

Artifact Description 

Shared understanding Ability to coordinate behavior towards a common goal. 
This is based on mutual knowledge, beliefs, and as-
sumptions. [41] 

Ubiquitous language A ubiquitous language with uniform vocabulary, under-
stood by all stakeholders and used in all artifacts. 

Standards and standardiza-
tion gaps 

Relevant standards and lack of standardization in areas 
where uniform interfaces and procedures are required. 

Body of Knowledge The BoK assembles all information in a multimodal way 
and is accessible to all stakeholders. It serves not only as 
an information sink but should also be understood and 
used as a development tool. 

The relations between the artifacts are summarized by Figure 2. The shared under-
standing as well as the standards to be used including the identified standardiza-
tion gaps are part of the documentation. This multimodal documentation can be 
considered as a project-specific BoK.  

 

Figure 2 – Artifact relations 

Table 5 assigns the derived artifacts to the requirements to which they contribute. 
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Table 5 – Assignment of requirements to artifacts 
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1. Establish shared understanding     

2. Enable collaboration     

3. Interoperability     

4. Confidentiality of information     

5. Simultaneous visualization of relevant information     

6. Continuous monitoring     

7. Integration into existing models     

8. Purposeful tools and methodologies     

2.3.3 Activity Model 

The activity model includes all activities that are performed during the process. 
Completing an activity usually creates a new artifact or an updated version of an 
existing artifact. The foundation of the elements of the activity model are – similar 
to Section 2.3.2 (Artifact Model) – the requirements with their underlying chal-
lenges, as described earlier in Section 2.2. 

2.3.3.1 Establishing a Shared Understanding 

Besides the artifacts described above, various activities for the activity model can 
also be derived from Requirement 1 (Establish a shared understanding). At first, 
the requirement itself can be understood as an activity. However, this coarse-
grained activity “Establishing a shared understanding” is subdivided into further 
sub-activities as shown in Figure 3. 

The overarching activity is essentially composed of two sub-activities: “cross-do-
main discourse” and “externalizing tacit knowledge”. The cross-domain discourse 
generates the knowledge artifact Ubiquitous Language. The superordinate activity 
“Establishing a shared understanding” accordingly generates the shared under-
standing. The cross-domain discourse, the externalization of tacit knowledge, and 
the fostering of active participation contribute directly to Requirement 2 (Enable 
collaboration). In the following, the sub-activities will be explained in more detail. 
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Figure 3 – Sub-activities of the activity “Establish a shared understanding” 

Problem 1 (Understanding) underlying Requirement 1 states, among other things, 
that the occurrence of conflicts in interdisciplinary teams with different stakehold-
ers from different domains is quite common. However, the different perspectives 
of the heterogeneous group also provide an opportunity or even necessity for in-
novative and emergent solutions. Hoffman and Maier [45] argue that heterogene-
ous groups develop holistic solutions by resolving divergent perspectives and that 
the discourse to be led contributes to the formation of a shared understanding. 

In order to actually bring together the heterogeneous views of the stakeholders in 
a single solution, it is inevitable to express, listen to, and discuss opinions and per-
spectives. Hoffman and Maier [45] explain in this respect that satisfaction with a 
solution depends largely on the satisfaction of the participants with their individual 
influence on the solution itself. Thus, the necessary discourse leads to a higher ac-
ceptance of the solution. Furthermore, this discourse is essential to reducing the 
syntactic, semantic, and pragmatic knowledge boundaries described in Problem 3 
(Knowledge Boundaries).  

Therefore, cross-domain discourse is an important activity within the process, 
which increases both the acceptance and the quality of the solution. Since we as-
sumed above that all participating stakeholders want to actively participate and 
collaborate, it must be ensured within the discourse that, as stipulated in Require-
ment 2 (Enable collaboration), each participant is given the opportunity to partici-
pate and that active participation is encouraged. 

Active participation is also essential for uncovering the personal motivation and 
interests of the individual stakeholders. These two aspects are among the main 
drivers for overcoming pragmatic knowledge boundaries. Overcoming of these 
knowledge boundaries is supported, among other things, by concrete insights into 
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the other domains and CS as well as by the externalization of the stakeholders’ 
tacit knowledge. Since the discourse itself does not necessarily lead to this exter-
nalization, it must be explicitly addressed by the methods used in the activity “Ex-
ternalize Tacit Knowledge”. 

2.3.3.2 Identifying Standards 

The identification of relevant standards contributes considerably to the sustaina-
ble establishment of the interoperability specified in Requirement 3 (Ensure in-
teroperability). The result of this activity is a collection of standards and standard-
ization gaps captured in the corresponding artifact. 

2.3.3.3 Updating the Documentation 

The associated documentation should always be kept up-to-date in order to always 
know the actual state of the project and each design artifact and to make it cen-
trally accessible to all involved parties – for example, to avoid information silos. As 
already explained in Problem 6 (Documentation), too much effort for maintaining 
the documentation leads to it being neglected. Therefore, the documentation 
should also be a tool for discussing and describing new framework conditions or 
changes in architecture. The added value thus created helps prevent the documen-
tation itself from being abandoned. The result of this activity is an updated version 
of the BoK. 

2.3.3.4 Monitoring Framework Conditions 

Updating the documentation requires that the changed framework conditions, 
their effects, and the implications for the architecture are monitored and verified 
in an upstream activity. This activity also partially satisfies Requirement 6 (Enable 
continuous monitoring). As a result, the identified changes provide input for both 
architectural changes and for updating the documentation. Thus, the updated BoK 
represents the result of this activity. 

2.3.3.5 Summary 

A total of four activities were derived from the previously identified problems and 
requirements, which are summarized in Table 6. 
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Table 6 – Activities summary 

Activity Description 

Establish a 
shared 
understanding 

The establishment of a shared understanding is divided into the sub-
activities externalizing tacit knowledge and cross-domain discourse. 
Both sub-activities require active participation and aim at overcoming 
knowledge boundaries. 

Identify 
standards 

Standards are a cornerstone for manufacturer-independent interop-
erability. It is necessary to identify the standards and standardization 
gaps that are relevant for the SoS and its use cases. 

Monitor 
framework 
conditions 

Conditions, context, and requirements of an SoS are subject to con-
stant change. Therefore, these aspects are monitored, and changes 
are identified. 

Update  
documenta-
tion 

Relevant information is recorded in the project-specific BoK. To pre-
vent this information from becoming obsolete, an explicit activity for 
updating is integrated into the process. 

Figure 4 shows the relations while Table 7 assigns the activities to the identified 
requirements. 

 

Figure 4 – Activity relations 
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Table 7 – Assignment of requirements to activities 
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1. Establish a shared understanding     

2. Enable collaboration     

3. Interoperability     

4. Confidentiality of information     

5. Simultaneous visualization of relevant information     

6. Continuous monitoring     

7. Integration into existing models     

8. Purposeful tools and methodologies     

2.3.4 Role Model 

The role model contains all roles defined in the process model. It is not limited to 
the roles directly involved in the project, but also includes organizational, legal, 
and other roles, thus representing all relevant stakeholders [39]. A role consists of 
at least a name, a description, and the assigned activities. Depending on the role 
and the project, a role can be assigned to exactly one person or to several people. 
Several people can take on the same role in parallel [46]. 

Since the role model and the concepts associated with the roles are strongly influ-
enced by the project, the system, and the underlying process model, only a general 
role model will be developed in this section. This generic model can then be 
adapted and extended during the concrete implementation of the process. 

The foundation of the role model is formed by the twelve roles of systems engi-
neering described by Sheard [47]. These twelve roles are not described in detail, 
but are aggregated into the four roles shown in Table 8.  



A Process for the Elicitation of System-of-Systems Requirements 

30 

Table 8 – Aggregated roles 

Aggregated role Roles by Sheard2 

Requirements Owner 
Requirements Owner 
Customer Interface 

System Designer 

System Designer 
Glue among Subsystems 
Information Manager 
Process Engineer 

System Support 

System Analyst 
Validation and Verification Engineer 
Technical Manager 
Logistics and Operations Engineer 

Coordinator Coordinator 

The role Requirements Owner (RO) combines both the customer’s view of the sys-
tem and traditional requirements engineering. From the perspective of the CS, the 
requirements owner acts as a requirements generator towards the SoS. As part of 
the SoS, on the other hand, the requirements owner places requirements on the 
participating systems. Furthermore, the role forms the interface to external 
sources of requirements and changing framework conditions. 

The System Designer (SD) summarizes all technical issues. This includes the design 
of the systems as well as knowledge about interfaces, information, and data or 
related engineering processes. From the CS point of view, the role accepts and im-
plements requirements in all these areas. As part of the SoS, it defines, for exam-
ple, interfaces or standards that need to be implemented by the CS. 

The role System Support (SS) is responsible for compliance with the requirements 
and for correct functionality from both the CS and the SoS point of view. In addi-
tion, the provision of supporting infrastructure is part of this role. 

The Coordinator (CO) is responsible for coordination and consensus building. The 
coordinator’s task consists primarily of mediation and conflict resolution between 
diverse stakeholders. 

                                                           
2 In [47], Sheard also defines the role »Classified Ads. Systems Engineering”, essentially denoting 

unspecified »other”, problem-specific roles. In Table 8, we ignored this category. 
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Figure 5 – Roles and their activities 

The actual realization of the roles depends on many factors that are not further 
discussed here. An important factor is the form of the SoS. While in a directed SoS 
(see Section 2.1) the roles of the requirements owner or system designer of the 
SoS are usually implemented by a central authority, it becomes more likely with 
increasing independence that these roles will be implemented by a board consist-
ing of the different requirements owners and system designers of the CS. 

2.3.5 Sequence Model 

The sequence model provides a chronological frame for the aforementioned ele-
ments. Phases and milestones are used for the organization and serve as container 
elements, which can be populated by components of the previously described sub-
models. Milestones can be used to define phase transitions as well as necessary 
inputs and outputs between the phases [48]. 

The exact integration of activities into a process model depends on the model it-
self. Nevertheless, the order of the activities and the iterative realization derived 
from Requirement 6 (Enable continuous monitoring) should be retained. 

 

Figure 6 – Sequence of activities 
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The first step, as depicted in Figure 6, is to create the shared understanding. Next 
is the review of the surrounding conditions, with the results being passed back to 
the first step, which may trigger an adjustment. The third step is the identification 
of existing standards and standardization gaps. By completing Step 3, information 
gathering and knowledge generation are finished for this iteration. This state is 
recorded in milestone M1 and is coupled to the generated and externalized 
knowledge as artifacts “Shared Understanding”, “Ubiquitous Language”, and 
“Standards and Standardization Gaps”. The newly generated results are passed to 
the documentation in Step 4. The result of this step is a new version of the artifact 
Body of Knowledge. The completion of the update also marks the achievement of 
milestone M2. The documented results are used as input for the design and imple-
mentation of the SoS architecture. Step 5 is covered by external processes that are 
not part of the process described here. The completion of the architectural design 
based on the information collected in the previous milestones leads to the achieve-
ment of milestone M3. Both the architectural design and implementation decisions 
must be documented and affected parts of the documentation must be adapted. 
The updated documentation in milestone M4 contains all the information and ar-
tifacts of an iteration and serves as a starting point for the next iteration. 

2.3.6 Combining the Sub-Models 

Combining the four sub-models, we obtain the overall process shown in Figure 7. 
The process consists of six steps, which must be completed for each iteration.  

 

Figure 7 – Combining the sub-models into the overall process 

The abstract nature of the artifacts, activities, and roles allows the process to be 
implemented by a wide variety of methods and tools, as long as they can meet the 
described characteristics of the components. Table 9 compares the process with 
the requirements defined at the beginning and shows which process sub-model 
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fulfills the respective requirement. The role model is part of the process but has no 
direct relation to the described requirements. 

Table 9 – Assignment of process sub-models to their realized requirements 

Requirement Realized by 

1. Establish a shared understanding Artifact Model 
Activity Model 

2. Enable collaboration Artifact Model 
Activity Model 

3. Interoperability Artifact Model 
Activity Model 

4. Confidentiality of information Artifact Model 
Activity Model 

5. Simultaneous visualization of relevant information Artifact Model 
Activity Model 

6. Continuous monitoring Activity Model 
Sequence Model 

Each requirement is fulfilled by parts from two sub-models. It is quite obvious that 
a requirement is fulfilled by an activity as well as by an artifact, since the artifact is 
the exact result of the activity. Since Requirement 6 (Enable continuous monitor-
ing) is mainly addressed by the iterative procedure, it is also obvious that this re-
quirement is fulfilled by parts of the activity model and by the sequence model. 

2.4 Suggested Tools and Methods 

After the process has been developed on a rather abstract level in Section 2.3, this 
section presents some concrete methods and tools that can be used to implement 
the process. The implementation presented in the following will center on the use 
of Lego Serious Play, reference architecture models, use cases according to IEC 
62559, and a visualization tool developed especially for this purpose. The section 
ends with an outlined process for the problem formulation explained above. 

2.4.1 Lego Serious Play 

Lego® Serious Play® (LSP) is a facilitated approach that allows participants to work 
on complex topics using metaphorical Lego models and storytelling. Frick et al. [49] 
describe various application areas and tasks that can be worked on using LSP. For 
example, LSP can be used to  

• find creative solutions to new types of problems,  
• develop a shared idea,  
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• turn tacit into explicit knowledge,  
• gain deeper insights and a better understanding of the goals and motiva-

tion of other participants, 
• resolve tensions between different groups or persons.  

These different application areas cover the activities for creating a shared under-
standing, including all related sub-activities. The wide range of applications, the 
use of different process components, and the experiences gained while using the 
methodology lead us to the conclusion that LSP is a suitable method for the reali-
zation of the process and thus meets Requirement 8 (Use purposeful tools and 
methodologies). In the following, some theoretical background will be presented. 
Then the principles and the steps of the method will be described, followed by the 
description of the method as part of the process. 

2.4.1.1 Scientific Background 

Scientifically, LSP is based on the theory of constructionism, on the concept of play 
and flow, and on the complex interaction between hand and mind. Kristiansen and 
Rasmussen [50] describe LSP as “...a way of thinking with objects and through our 
hands to unleash creative energies, modes of thought, and ways of seeing that 
most adults have forgotten they even possessed”. 

2.4.1.2 Principles and Methodology 

LSP is based on several basic rules and principles that define the behavior and ap-
proach required to implement the method. These principles and rules should en-
sure the success of the methodology, both for the task at hand and for each indi-
vidual participant. They can be summarized as follows [49] [50] [51]: 

• The Lego model is the answer to the question asked; there are no wrong 
answers. 

• Each participant builds a model and shares the story of their model with 
the other participants. 

• Think with your hands and tell the story of the model. 

• Each participant has the interpretive authority over their own model. 

• The story and meaning of the model must be accepted. 

• Listen with your ears and eyes. Questions are asked only about the model 
or the story, not about the person. 
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Every LSP workshop opens with so-called skill building. This initial step helps the 
participants to familiarize themselves with the LSP rules and the core process as 
well as to learn basic construction techniques. In addition, the first reservations 
about so-called toys are overcome. Regardless of the actual topic of the workshop, 
the core process consists of four steps: 

1. The facilitator formulates the question and introduces it to the partici-
pants. 

2. The participants build and develop their Lego models with the correspond-
ing story. 

3. The participants share their Lego models and stories. 

4. The participants reflect on their understanding of the models. 

Seven application techniques (ATs) can be used to address the questions and ob-
jectives of the workshop. Each of these ATs is based on the core process described 
above. The sequence of the ATs is by no means linear. The only mandatory AT is 
the development of the individual models and thus AT1. For AT6 and AT7, it is rec-
ommended performing all previous ATs as well. The ATs are [50]: 

1. Building individual models and stories: AT1 aims to help each participant 
access new and invisible knowledge and externalize tacit knowledge. By 
sharing individual models, knowledge, and feelings, thoughts are con-
veyed to the other participants. 

2. Building shared models and stories: The goal in AT2 is to consolidate the 
individual models into one shared model. The consolidation process cre-
ates a common model that corresponds to the shared understanding of 
the participants. 

3. Creating a landscape: The landscape model developed in AT3 intends to 
analyze and categorize the individual models. Similarities, differences, and 
patterns should be identified without losing details or changing the mean-
ing of the individual models. 

4. Making connections: The mapping and identification of relations between 
the Lego models – more precisely, between the story or the meaning of 
the models – takes place in AT4. The relations are also made out of Lego 
parts and can themselves transport a meaning (e.g., a chain can have dif-
ferent semantics than a bridge). 



A Process for the Elicitation of System-of-Systems Requirements 

36 

5. Building a system: AT5 is an extension of AT4. Connecting several models 
to form a complex system leads to interactions and to unforeseen influ-
ences on affected models becoming visible. 

6. Playing emergence and decision: The prerequisite for AT6 is the system 
developed in AT5. Based on different scenarios and decisions, it is investi-
gated how the system and its parts react to unforeseen dynamic events 
and what kind of emergent behavior it might exhibit. 

7. Extracting Simple Guiding Principles: The “Simple Guiding Principles” de-
scribe principles that are intended to support strategic decision-making di-
rectly and in real time. They arise from the knowledge acquired in the pre-
vious ATs, in particular by observing the system behavior in AT6. 

2.4.1.3 LSP Application 

Its versatility makes LSP a suitable methodology for SoS projects. The focus on 
building the Lego model as well as activating creativity and hidden knowledge 
helps to leave familiar paths and find and develop novel solutions. These novel and 
innovative solutions are essential for SoSE where approaches from traditional sys-
tems engineering may fail or fall short. 

Adherence to the LSP principles and rules implies that each participant is involved 
equally and throughout the entire process. The sub-activities “Cross-Domain dis-
course” and “Fostering active participation”, which are part of the activity “Estab-
lishing a shared understanding” (see Section 2.3.3.1), are therefore covered by the 
LSP methodology. 

Blair [51] organizes the seven ATs into three levels that build on each other and 
grow in complexity and scope, as shown in Figure 8. The levels shown are anno-
tated with the corresponding process activities and results. 
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Figure 8 – AT layers and their related process components 

The first level externalizes tacit knowledge, reveals the motivation and goals of the 
stakeholders, and provides insight into the mindset of other stakeholders. Linking 
the individual models in level 2 helps to better understand other stakeholders and 
strengthens the shared understanding. The necessary discussion and the identifi-
cation of differences, similarities, and patterns support the development of the 
ubiquitous language. The third level also supports the activity “Establish a shared 
understanding”, but it goes even further. System models help simulate, under-
stand, and evaluate the effects of different decisions and events on the system and 
its components. Thus, they support the planning and detection of possible emer-
gent behavior as well as decision-making in democratic and consensus-based 
structures. Making these interrelationships visible and comprehensible contrib-
utes to the promotion of collaborative behavior and consensus-building men-
tioned in Requirement 2 (Enable collaboration), which supports the process as a 
whole. 

The models generated in the ATs can also be seen as the first form of documenta-
tion and are therefore part of the BoK (see Section 2.3.2.2). Since the collaborative 
models, in particular, represent all relevant information at the time of modeling 
from the point of view of the stakeholders, they also partially meet Requirement 5 
(Visualize all relevant information simultaneously), which is not a requirement for 
the process, but rather for the implementation of the BoK.  

Due to the required physical presence of all participants in one place and the time 
and resources involved, it may be advantageous not to use the LSP methodology 
in every iteration. LSP is of particular importance when significant changes in the 
general conditions and objectives are to be expected or when crucial project mile-
stones are reached. One of the most important stages in the process is the start of 
the project to ensure that all stakeholders share a common vision and can develop 
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a shared mental model. Table 10 summarizes the SoSE process components (see 
Section 2.3) realized by LSP. 

Table 10 – Components of the SoSE process implemented by LSP 

SoSE process components Correspondence in LSP 

Artifact model 

Shared Understanding LSP Principles, AT1–AT6 

Ubiquitous Language LSP Principles, AT1–AT6 

Standards and Standardization Gaps - 

Body of Knowledge LSP Models as Part of BoK 

Activity model 

Establish a shared understanding LSP Principles, AT1–AT6 

Identify standards - 

Monitor framework conditions LSP Principles, AT1–AT4 

Update documentation - 

Further requirements 

Simultaneous visualization of relevant information LSP Principles, AT2–AT5 

Purposeful tools and methodologies LSP Principles, AT1–AT6 

2.4.2 Reference Architecture Models 

A Reference Architecture Model (RAM) – such as the Smart Grid Architecture 
Model (SGAM) or the Reference Architecture Model Industry 4.0 (RAMI 4.0) – can 
be used to make the complexity in SoS manageable. The SGAM, as one of the first 
models of its kind, originally aimed at revealing gaps in standardization and ad-
vancing standardization in the Smart Grid [52]. Since then, the actual utilization of 
the model has turned into a development and communication tool, because it of-
fers a holistic and sufficiently abstract view on complex system landscapes in the 
Smart Grid [53].  

Both the initial intention and the current use of the models illustrate the suitability 
of reference architecture models as viable tools and thus meet Requirement 8 (Use 
purposeful tools and methodologies). The successful application in various projects 
and contexts confirms their versatility. Applications include, for example, require-
ments engineering [52] [54], the design of SoS [55] [56], or sharing knowledge and 
related discussions [57] [58].  
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In the remainder of this section, various reference architecture models will be in-
troduced briefly, with the SGAM as the initial model being described first. Finally, 
the use of these models in the developed process will be discussed. 

2.4.2.1 Models 

The SGAM as well as its derivatives are three-dimensional models consisting of 
vertical, aligned layers. Each layer corresponds to an interoperability layer and 
shows a specific perspective on the system under consideration. The horizontal 
axes that span these layers correspond to domain-specific concepts.  

The SGAM interoperability layers are based on the interoperability stack of the 
GridWise Architecture Council (GWAC). The stack represents the organizational, 
semantic, and syntactic aspects of interoperability of systems in the Smart Grid in 
eight layers and thus precisely addresses the aspects described in Problem 3 
(Knowledge Boundaries). According to [59], the layers are not restricted to the 
Smart Grid, but remain valid in other domains and in the SoS context in general. 
Figure 9 shows the reduction of the eight layers of the GWAC stack to the five lay-
ers of the SGAM [60].  

 

Figure 9 – Reduction of the eight-layered GWAC stack to the five SGAM layers [60] 

According to [60], the Business Layer includes all aspects related to the business 
model and the business case. This encompasses not only the actual business pro-
cesses but also regulatory and legal aspects. Located below it, the Function Layer 
represents all logical functions and services that are used to implement the busi-
ness process. The information exchanged by the Service Layer components as well 
as their formats, standards, and modeling rules are mapped onto the Information 
Layer. The Communication Layer describes the logical communication infrastruc-
ture and its protocols, while the underlying Component Layer captures the com-
ponents and actors in the Smart Grid. Each layer is spanned by the horizontal axes 
“domains” and “zones”, which on the one hand cover the energy conversion chain 
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in the Smart Grid and, on the other hand, consist of the automation pyramid, ex-
tended by the “Enterprise” and “Market” areas.  

RAMI 4.0 represents the most advanced derivative of the SGAM. Its layers are, on 
one side, also spanned by the automation pyramid. However, the extension does 
not include “Enterprise” and “Market”, but, according to the idea of the intercon-
nected Industry 4.0, “Enterprise” and “Connected World”. At the lower end of the 
automation pyramid, “Product” is also added, since it is of particular importance 
in the context of Industry 4.0. On the other side of each layer, the product lifecycle 
is depicted, which is important for product and system development. The interop-
erability levels of the SGAM have been adopted as far as possible. The Component 
Layer is split into the layers “Asset” and “Integration”. The asset layer corresponds 
to SGAM’s Component Layer and represents real assets in the physical world, while 
the Integration Layer represents the transition of physical assets into the digital 
world. 

Besides SGAM and RAMI 4.0, several other models for different domains have 
been developed. These include, for example, the Smart City Infrastructure Archi-
tecture Model (SCIAM), the Maritime Architecture Framework (MAF), and the Le-
gal Reference Architecture for Industry 4.0 (ju-RAMI 4.0), which are displayed in 
Figure 10. 

 

Figure 10 – Sketch of different RAMs for different domains 

2.4.2.2 Model Application 

The original purpose of standardization and the provision of a holistic view of the 
system enable the purposeful use of reference architecture models in many of our 
process components. 

The combined representation of all relevant information within a single model on 
layers organized by context already fulfills Requirement 5 (Visualize all relevant in-
formation simultaneously). By separating these layers – according to the principle 
of Separation of Concerns – we can narrow our view on the information that is 
relevant for one specific task or question. In addition, the absence of formal re-
quirements for filling out the respective layers allows almost any project-relevant 
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information to be located and captured within the model, making a reference ar-
chitecture model a promising implementation of the artifact “Body of Knowledge”. 
By representing the logical system architecture within the RAM, the model can also 
serve as a development tool. By always reflecting the logical architecture in the 
RAM, this also corresponds to a continuous update of the documentation and thus 
partially fulfills the activities “Update Documentation” and “Monitor Framework 
Conditions”.  

The terms used in the model and their meanings provide both a starting point and 
a framework within which the entire SoS with its ubiquitous language, a shared 
understanding, and the use of existing standards can evolve. For instance, 
RAMI 4.0 was developed with the idea of harmonizing the different user perspec-
tives on the topic of Industry 4.0. The identification standards aresupported by the 
grid created on the interoperability layers. By locating the standards on the respec-
tive cells corresponding to the horizontal axes, they are directly visible for systems 
that logically belong to those cells. 

Because RAMs can be used simultaneously as a tool for communication, documen-
tation, and development, they should be used in almost every step of the process. 

2.4.3 Use Cases 

Use cases (UC) describe the behavior of a system from an actor's point of view 
when interacting with the system. Actors are not limited to human beings, but can 
represent roles, organizations, or other systems. Among the actors involved in a 
use case, there is a so-called Primary Actor who triggers the use case by their initial 
interaction and thus wants to achieve a certain business goal [53]. 
ISO/IEC 19505-2:2012 [61] defines a use case as “the specification of a set of ac-
tions performed by a system, which yields an observable result that is, typically, of 
value for one or more actors or other stakeholders of the system”. 

Depending on the initial action, the system’s state, and other, possibly unknown, 
variables, a use case can take different paths with different results. Each of these 
paths is captured as a possible scenario, which itself consists of at least one step. 
Each step describes an action to be performed, which may also include interaction 
or communication with other actors [53]. 

A use case is usually based on a more abstract business case, which itself does not 
provide any technical details. The business objectives captured in the business case 
are further specified and realized by use cases of different granularities. Gottschalk 
et al. [53] differentiate between “high level”, “generic”, “specialized” and “individ-
ual” use cases. The level of abstraction decreases in this order, while the level of 
detail increases accordingly.  



A Process for the Elicitation of System-of-Systems Requirements 

42 

Using a high-level use case as a starting point for further specification corresponds 
to a top-down approach. Alternatively, a bottom-up approach can be followed. In 
this case, individual and specialized use cases are defined first to fulfill the business 
case. The more abstract use cases are then derived from these individual use cases. 
The bottom-up approach is mainly used when many different perspectives and 
points of view need to be combined. 

2.4.3.1 IEC 62559 Use Case Methodology 

A structured and standardized process for eliciting and managing UCs is described 
in the four parts of the IEC 62559 – Use case methodology series. Part 1 lays the 
foundation for collaborative elicitation and sharing of use cases by describing pre-
requisites and requirements for a so-called UC repository. The necessary exchange 
and serialization formats are described in Part 3 of the series. Part 4 concludes the 
series with best practices for UC elicitation. 

Part 2 of the standard [62] provides a template for the structured and standardized 
elicitation of use cases. This standardized elicitation enables the comparison, ag-
gregation, and abstraction of different UCs and thus also the provision of potential 
blueprints for future use cases. In addition, the template helps record all infor-
mation from the various stakeholders. To do so, it consists of eight sections, whose 
detailed content can be found in Appendix A: 

1. Description: Section 1 of the use case template provides a description of 
the use case, collecting all general information about the intended goals of 
the use case. Additional information may also be provided here, such as 
preliminary assumptions, prerequisites, or the location within the domain. 

2. Diagrams: Section 2 contains the diagrams of the use case. Though UML 
diagrams are usually used, any type of drawing and representation is al-
lowed. UML use case, activity, and sequence diagrams, in particular, pro-
vide a good understanding of the flow of the use case. 

3. Technical details: The technical details, comprising lists of the actors and 
references, are covered in Section 3 of the template. The actors are listed 
with their names, types, descriptions, and optionally with additional infor-
mation specific to the use case. 

4. Step-by-step analysis: The step-by-step analysis of the use case in Section 
4 of the template describes the possible scenarios of the use case. The sce-
narios should correspond to the diagrams in Section 2 of the template. 
Each scenario consists of at least one step describing an action or the in-
teraction with other actors. 
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5. Information exchanged: Section 5 of the template presents the infor-
mation exchanged in the scenario steps. An information object is specified 
by an identifier for referencing, a name, and a description. In addition, re-
quirements (defined in template Section 6) can be added to the infor-
mation object specifications. 

6. Requirements: Section 6 of the template identifies the requirements that 
are relevant in the scope of the use case. They are grouped into categories 
and can be referenced, for instance, in Section 4 or Section 5. 

7. Common terms and definitions: Section 7 of the template corresponds to 
a glossary. Each important term used in the use case must be followed by 
its definition. 

8. Custom information: Optionally, custom information can be added in Sec-
tion 8. The information is described as a key-value pair. In addition, it is 
specified to which section this information refers. 

Completing an IEC 62559-compliant use case requires a considerable amount of 
work, but it is a good way to capture the knowledge released and generated in a 
structured form during SoSE, for example, by using LSP. Use case descriptions also 
conveniently support the documentation of subsystems or individual functions re-
quired to achieve the goals of the SoS. 

2.4.3.2 Use Cases and SGAM 

RAMs can visually illustrate use cases, which, among other things, can support vis-
ual analysis of use cases and simplify communication among engineers. Since the 
SGAM is the most sophisticated and well-known RAM for use case visualization, 
this section focuses on the relationship between IEC 62559-compliant use cases 
and the SGAM. 

Different approaches can be used to develop SGAM models based on the 
IEC 62559 use case methodology. However, it is essential that as much information 
as possible about the use case is known at the start of modeling. Although the 
IEC 62559-2 use case template is not part of SGAM modeling, it contains all infor-
mation necessary to realize a use case with SGAM. In the EU mandate M/490, a 
mapping process from use cases to SGAM models is described. The process can be 
carried out using one of three different approaches. Regardless of the approach 
selected, there are always six steps, with the first one being “Use Case Analysis”. 
Gottschalk et al. [53] describe the three possible approaches as follows:  

• Mixed-up: The expert starts developing the component layer by mapping 
the actors involved and their relationships. The relationships of the actors 
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stem from the steps of the use case template. Here, the relationships be-
tween the actors represent communication paths (power flow, messages 
sent, etc.). Next, the Business Layer is defined. The business objects and 
rules required for this activity are listed in the use case description. Based 
on the information exchanged in the component, the Business Layer, the 
Function Layer, the Information Layer, and the Communication Layer are 
developed. 

• Top-down: The top-down approach starts with the elaboration of the Busi-
ness Layer, followed by a top-down progression through the layers of the 
SGAM. This approach is often used when a high-level or generic use case 
is described. The specific implementation of the use case is unknown or 
unimportant at this point. 

• Bottom-up: The bottom-up approach progresses inversely to the top-
down approach. It is suitable for the implementation of individual use 
cases that describe a concrete implementation to realize a business case. 

For the modeling of the individual layers, all required information is contained in a 
properly completed use case template. When positioning the entities in the do-
mains and zones, appropriate domain knowledge is required. Incomplete or empty 
layers indicate that the use case is not fully specified. However, it must be consid-
ered that a use case can be recorded in varying degrees of detail within the 
IEC 62559-2 use case template, and that the template leaves room for interpreta-
tion in this respect. 

2.4.3.3 Use Case Application 

In SoSE, use cases can provide a foundation for bringing together different per-
spectives of the stakeholders as well as serving as a communication platform for 
productive cooperation. They also promote communication among subsystems in 
subsequent analyses of the system, such as risk or security analyses. 

Together with RAMs, the use case methodology also facilitates the structured doc-
umentation of business process flows in the development of corresponding archi-
tectures with their static components and data models. In addition, IEC 62559 pro-
vides a template for capturing the possibly still unstructured technical knowledge 
acquired through LSP in a structured way and for using it as a starting point for 
further elaboration.  

However, this type of modeling focuses primarily on functionalities, while non-
functional requirements might not be adequately captured in UC models. Yet, it is 
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precisely these non-functional requirements that are important for both the con-
stituent systems and the success of the entire SoS. We will return to this issue in 
Section 3. 

2.4.4 Visualization 

As described in the previous sections, RAMs are an efficient and effective way to 
implement the artifact “Body of Knowledge”. In fact, we recommend using RAMs 
in as many process steps as possible. In order to meet these two requirements, we 
need to implement RAMs in such a way that they can be used interactively, from 
distributed locations, and persistently. The realization of RAMs in the form of an 
interactive visualization represents such an implementation.  

In the following, the added value of visualization will be explained. Then a proto-
typical, local implementation will be presented as well as an outlook on a distrib-
uted and collaborative solution. Finally, assuming a collaborative solution, the ap-
plication of visualization within the SoSE process will be examined. 

2.4.4.1 Added Value 

In [63], Munzner discusses the advantages of visual presentation of information 
over other forms of information transfer. Unlike sound, for example, the use of 
visual support is particularly well suited because several layers can be viewed and 
displayed simultaneously. In addition, the visual system is connected to the brain 
with high bandwidth and an essential part of the information processing takes 
place in parallel in the subconscious mind. In contrast, the transmission of many 
pieces of information at the same time through sound is not feasible or very limited 
because the information is presented and processed sequentially. Visualization 
therefore helps expand human abilities by being used as a form of external 
memory. The ability to spatially arrange the information within this external 
memory supports both the search for information and the recognition of complex 
relationships. 

The visualization of complex subjects has long been used in many different do-
mains to understand, analyze, and evaluate issues both better and faster. Software 
is also visualized on different levels of abstraction [64]. The textual representation 
of the source code and supporting tools such as code highlighting, debugger, and 
profiler can be considered the least abstract level of visualization, while the visual-
ization of the architecture is done on a much more abstract level. The goal of visu-
alization on the level of software architecture – or, more generally, on that of sys-
tem architecture – is to make the complex connections and design decisions com-
prehensible and communicable as quickly and clearly as possible [65].  
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The presentation of all information in a uniform context also takes up the principle 
of a ubiquitous language for visual representation. In addition, a uniform presen-
tation across all perspectives avoids constant changes between several views and 
thus reduces the cognitive load. The representation of the internal structure and 
the details of the CS by the same view in which the entire SoS is represented also 
helps to further reduce the cognitive load of the stakeholders and prevents disrup-
tion in the language and description used to document the architecture. 

The structured organization of all information in an interactive visualization corre-
sponds to the capability to capture and display the entire project knowledge base. 
Thus, the visualization becomes a central artifact in which all further partial arti-
facts are merged. The ability to interact with the model, to view and to modify it, 
creates a tool that can be used in all phases and different process steps of the pro-
ject lifecycle.  

2.4.4.2 Prototype 

Our prototype supports the local visualization and manipulation of system archi-
tectures based on established RAMs. The prototype represents reference architec-
ture models with the system architecture modeled there in three-dimensional 
space. This three-dimensional representation is the most important component on 
the user interface, therefore it is given the most space. According to the so-called 
Center Stage Pattern, it is located in the center of the application, while additional 
information and control elements are arranged around the central area. 

 

Figure 11 – Prototype 
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The mouse and the arrow keys can be used to change the view and to navigate 
through the model. The buttons in the upper left corner allow, for example, the 
addition, deletion, or modification of components, which are displayed in the form 
of cubes. Double-clicking on a component loads the internal structure of this com-
ponent, which is also displayed in the corresponding RAM. These nested models 
allow, among other things, the encapsulation of information that is not important 
for the next-higher level of abstraction. This improves the clarity of complex sys-
tem architecture models.  

In order to meet the requirements and achieve the desired usage in all process and 
project steps, the prototype still needs to be extended by functionality for distrib-
uted and collaborative work. To provide a consistent state between all participants 
for several simultaneous users, employing a client-server architecture is recom-
mended.  

2.4.4.3 Utilization 

The visualization prototype is a tool that can be used in a domain-oriented manner 
and (in a future version) collaboratively by all stakeholders, regardless of their lo-
cation. Thus, the application fulfills Requirement 8 (Use purposeful tools and meth-
odologies). Provided that concepts for access control are implemented in the final 
version, the application also meets Requirement 4 (Ensure confidentiality of infor-
mation). To ensure that the application is actually used in the project, we also need 
to pay attention to the realization of a positive user experience. The option to use 
the tool online is also important for all process components and requirements. 

The interactive representation of all information as well as the various interaction 
options help create a shared understanding and recall the understanding already 
represented in the model. Relationships between the individual components can 
be shown directly through connections and, for example, by highlighting all com-
ponents that would be affected by a modification. Capturing all information, from 
anecdotal information to relevant standards, makes the visualization a powerful 
way to reflect the complete BoK. Continuous use as a communication and devel-
opment tool by all stakeholders ensures that both the review of all requirements 
and the documentation can be done with minimal additional effort. The RAM and 
the vocabulary used in the model correspond to the project’s own ubiquitous lan-
guage. 

2.4.5 Outline of a Possible Process 

Together, the four tools and methodologies presented in Section 2.4 can imple-
ment the different process components with their associated requirements. Con-
sequently, the combination of these three independent components enables the 
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realization of the abstract process across the entire project lifecycle. Figure 12 as-
signs the tools to the respective process steps and illustrates their influence on the 
given step. The artifacts that can be mapped by tools are limited to those that can 
be captured by the visualization of the RAM. Although the ubiquitous language and 
the shared understanding are reflected in the use cases and the BoK, they primarily 
emerge in the minds of the stakeholders. 

 

Figure 12 – Assignment of tools to process steps 

LSP plays an important role in the initial phase and during extensive changes to 
maintain the shared understanding or to transform it as the project progresses. In 
addition, regularly scheduled LSP workshops promote cooperative behavior and 
enable the anticipation of potential emergent behavior. However, due to the phys-
ical presence required, LSP is not suitable for close collaboration in groups of highly 
geographically dispersed stakeholders on a daily basis. 

For effective usage, employing a domain-oriented RAM such as SGAM or RAMI 4.0 
is recommended. By mapping relevant concepts and areas as well as the corre-
sponding interoperability levels, RAMs can be used for planning as well as for the 
implementation, evolution, and documentation of an SoS. In order to benefit from 
all advantages of a RAM, a distributed, interactive, and three-dimensional imple-
mentation of the RAM in a supporting tool is necessary. The resulting collaboration 
capabilities allow even widely distributed stakeholders to work together on a ubiq-
uitous language, a shared understanding, and ultimately on engineering solutions. 
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3 Quality Requirements Analysis 

To devise a suitable system design, we need to know the requirements of the var-
ious stakeholders. Often, stakeholders tend to emphasize functional requirements, 
which can be nicely specified as use cases. However, during requirements analysis, 
non-functional aspects such as performance, scalability, maintainability, or user-
friendliness must also be considered carefully. For critical systems – and the Smart 
Grid is probably one of the most critical infrastructures – dependability, which in-
cludes properties such as safety, security, and resilience, is a very important re-
quirement. In addition, systems that handle person-identifiable data need to fulfill 
privacy requirements. 

In this chapter, we look into techniques for requirements elicitation and analysis, 
emphasizing non-functional system qualities and their assurance. 

3.1 Requirements Analysis based on Use Case Modeling 

Use case modeling is a centerpiece of the engineering best practices recom-
mended by IEC Systems Committee Smart Energy standards. They provide basic 
information to advance the engineering process. This information can be refined 
into more sophisticated models as the use case specifications are enriched with 
more information from the stakeholders. 

The IEC 62559-2 use case template has proven its value in practice, but it has some 
limitations regarding non-functional quality requirements. One problem is that its 
main focus is on functional views, that is, the process flow, the information ex-
changed, and the intended functions. However, the aspect of unintended behavior 
is neglected. Undesirable behavior can originate from an adversary triggering a 
system function that was not intended.  

The concept of a so-called misuse case is one possible extension of the IEC 62559 
template, but ideally, use cases should treat safety and security constraints or pri-
vacy needs as core aspects that are firmly linked to the individual parts of the use 
case description. For instance, the use case should state pre- and post-conditions 
as obligations for critical interactions between user and system, and it should as-
sign quality attributes to input or output data of sensitive processing steps. 

Moreover, a use case description should not only indicate the quality require-
ments. It should also provide some reasoning that – based on the use case specifi-
cation with the stated constraints – the system will actually provide its functional-
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ity with the required quality. Such a rationale is particularly important, if the sys-
tem under development is a critical infrastructure for which we need assurance 
that the dependability and privacy requirements are definitely met. 

3.2 Modeling Critical Requirements with Assurance Cases 

Some qualities are mission-critical for the system under development. When valu-
able system assets, the well-being of system users, or the integrity of a system’s 
environment are at stake, we need to ensure that the system reliably and correctly 
fulfills its intended purpose, especially its safety and security goals.  

In these cases, it is not enough to strive for the required qualities; the prospective 
users also need strong assurance that the system does, in fact, meet its design ob-
jectives with the claimed quality. Assurance cases provide a formal way to reason 
about critical system properties.  

3.2.1 Introduction to Assurance Cases 

An assurance case is a generalization of a safety case, the latter being a “clear, 
comprehensive and defensible argument that a system is acceptably safe to oper-
ate in a particular context” [66].  

An alternative interpretation of an assurance case can be to consider it as the set 
of documents that collectively form the above argument. For the purposes of this 
document, we will be adopting the first definition, which focuses on the essence, 
that is, the argument, rather than the form, that is, the documentation. 

Whereas a safety case aims at assuring the specific quality of safety, an assurance 
case can encompass virtually any system property of interest. This can include ar-
guing about the degree of satisfaction of a specific quality property or about a col-
lection of properties that are deemed important to the system stakeholders. 

An assurance case typically establishes a set of high-level claims to be proven by 
its underlying argument. To this end, these claims can be decomposed into more 
detailed sub-claims that support the former. This decomposition continues until 
the level of detail is appropriate for supporting the claims directly with evidence. 
The associated evidence should satisfy the base claims and, in doing so, propagate 
this satisfaction up the chain of sub-claims to the initial high-level claims. The ar-
gument is effectively the logical structure that forms the chain(s) from the evi-
dence up to the high-level claims. Figure 13 provides an overview of this structure. 
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Figure 13 – Abstract Overview of Assurance Case Structure 

3.2.2 Assurance Case Notations 

In initial safety case practice, which persists even today, safety cases were com-
posed using natural-language plain text [66]. While this approach is minimalistic 
and requires no special training or tools, it suffers from several weaknesses. Most 
notably, ambiguity and other communication errors can easily be introduced in the 
textual descriptions, and managing the complexity of the argument well enough 
so the stakeholders can comprehend it can be difficult. Moreover, as an assurance 
case often incorporates a plethora of evidence cited externally, the consumers of 
the assurance case are forced to repeatedly disrupt their flow of reading. Due to 
the large number of the system components involved, an assurance case can often 
grow to proportions that become difficult to manage using unstructured text. In 
particular, the structure of an assurance case itself can quickly become difficult to 
follow, leaving the reader uncertain about the validity of the argument. Even 
worse, changes in the argumentation, the evidence, or the intended claims may 
require disproportionate effort to correct, review, and verify the argument.  

While such issues may not present grave problems when considering small-scale 
systems, they certainly become major barriers for the construction and compre-
hension of the assurance case for a moderately large system. Therefore, alterna-
tive approaches in the form of graphical notation systems have been introduced 
to supplement plain text and address these shortcomings.  

Two popular notation systems are being employed today: the Goal Structuring No-
tation (GSN) [67] and the Claims-Arguments-Evidence (CAE) framework [68]. A re-
cent development is the Structured Assurance Case Metamodel (SACM) [69], 
which is effectively a superset of GSN and introduces its own graphical notation. 
However, SACM is relatively new (Version 1 was published by the Object Manage-
ment Group in 2013) and its graphical notation is even younger, having just been 
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published in 2020. For this reason, SACM will not be discussed further in this intro-
duction. 

GSN and CAE share many similarities in their philosophical origins, their modeling 
ontologies, and their visual notation approach. Without intending to disparage CAE 
in any way, we will adopt the GSN approach for the remainder of this document. 
Readers preferring the CAE approach should find it straightforward to adapt the 
GSN content in our report accordingly. 

3.2.3 Overview of the Goal Structuring Notation (GSN) 

GSN frames assurance as a problem needing to be solved by establishing Goals, 
then identifying appropriate intermediate supporting goals and eventually Solu-
tions that can solve them. Strategies are used to link goals and intermediate goals 
and make their relationship – i.e., the argument linking them – explicit. Figure 14 
shows a small example of a typical GSN argument. 

In the example, G1 is the top-level goal, which claims that the system is acceptably 
safe to operate in a given context. The context of the system and its operating 
environment are linked via two corresponding Context elements, C1 and C2. C3 is 
another context element providing the relevant safety standard’s definition of 
what is considered “acceptably safe”. Context elements as well as other contextual 
elements (see Section 3.2.4) are typically placed horizontally to their associated 
element (or approximately horizontally if there are space limitations).  

Strategy S1 supports G1 by explaining how G1 will be further supported; S1 effec-
tively explains how support for G1 is broken down into sub-goals G2 and G3, each 
addressing individual hazards. The Justification for proceeding down this line of 
argument is that if all hazards are addressed in this way, the system is considered 
free from risk.  

G2 and G3, in turn, claim that specific hazards for the system have been addressed; 
G4 aims at achieving completeness of the identified set of hazards by claiming that 
apart from those hazards listed in the model, there are no other hazards introduc-
ing additional risk to the system’s operation.  

Finally, solutions S1, S2, S3, and S4 underpin the final goals by providing evidence 
supporting each claim. For G2 and G3, their solutions consist of development arti-
facts (e.g., a documented Fault Tree Analysis) indicating that the risk of these haz-
ards has been either eliminated or found to be acceptably low. For G4, evidence of 
the rigorous and systematic analysis carried out to identify the hazards and the 
high experience level of the analysts support the completeness claim. 
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Figure 14 – A small GSN example 

We should note that this example is very simplistic. It aims to illustrate the con-
cepts of GSN modeling rather than provide a realistic assurance case. 

3.2.4 GSN Basic Elements 

The GSN Community Standard (v.2) [67] defines various elements for the construc-
tion of assurance cases and corresponding graphical notations, as shown in Ta-
ble 11. 
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Table 11 – Basic GSN Elements 

Element Description Graphical Notation 

Goal Used to establish a claim 

 

Strategy Describes how a goal and its sup-
porting goals relate to each other 

 
Solution Used to reference a piece of evi-

dence 

 
Context Contextual information 

 
Justifica-
tion 

Expresses justification for the line 
of reasoning 

 
Assump-
tion 

Expresses an assumption, i.e., a 
claim that will not be further de-
veloped as part of the argument 

 

The fundamental elements listed in Table 11 are usually enough to construct basic 
GSN arguments. However, to manage large-scale arguments, it is often useful to 
employ the module extension of GSN (see Subsection 3.2.6 below). 
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There is an additional decorator symbol, which denotes that the Goal or Strategy 
it decorates needs further development to be considered complete. Figure 15 
shows how the decorator can be applied. 

 

Figure 15 – “Undeveloped elements” notation 

3.2.5 Linking Elements 

Goals, Strategies, and Solutions are linked via “SupportedBy” relationships. Con-
textual elements (i.e., Contexts, Assumptions, or Justifications) are linked to the 
former via “InContextOf” relationships. These links are shown in Table 12. 

Table 12 – GSN element links 

Element Graphical Notation 

SupportedBy 
 

InContextOf 
 

3.2.6 GSN Modules 

GSN Modules allow separating arguments into parts, each of which can designate 
“public” elements that can be cross-referenced by other GSN Modules. Figure 16 
shows an example of this feature. 
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Figure 16 – Example Module M1 referencing another module 

In the example, Module M1 contains Goal G1, which is supported by G2. However, 
G2 is a reference to a goal from a different module. Module M2, which actually 
contains G2, is shown in Figure 17. Note the small folder icon denoting the “public” 
status of G2. 

 

Figure 17 – Example Module M2 providing a public Goal for cross-referencing 

Goal, Context, and Solution elements can all be annotated as “public” and refer-
enced elsewhere. More advanced concepts regarding GSN Modules can be found 
in Annex B1 of the GSN Community Standard v.2 [67].
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4 Eliciting Quality Requirements 

The safety engineering domain has established methods and processes for system-
atically analyzing systems and system properties. As deviations from the intended 
purpose of a safety-critical system could harm people or the environment, proper 
engineering striving for completeness is obviously required. By adopting sophisti-
cated safety methodologies, other important quality properties could also benefit 
from the considerable research effort spent on these approaches.  

In this chapter, we will describe the main elements of our proposed modeling ap-
proach. 

4.1 Quality Properties According to ISO/IEC 25010 

During system development, quality models help to ensure that all relevant quality 
properties are adequately considered and that the needs of the stakeholders are 
addressed and reflected in the design. In the domain of software engineering, 
ISO/IEC 25010 [4] by the technical committee ISO/IEC JTC 1/SC 7 Software and sys-
tems engineering is currently the most comprehensive and most generally ac-
cepted quality standard. This norm, which replaced its predecessor ISO 9126, de-
fines a quality model for the internal and external quality of the software product 
(“Product Quality Model”); it also provides model elements describing the applica-
bility of a software system in the relevant application contexts from the viewpoint 
of the system users (“Quality in Use Model”). 

The ISO/IEC 25010 standard can serve as a checklist during use case modeling and 
design specification or – in subsequent lifecycle phases – as a testing guideline for 
system validation. The quality model provided by this standard helps determine 
which quality characteristics need to be considered during system development. If 
any of the listed qualities is critical for the system, this may warrant the elaboration 
of an assurance case as documented evidence that the system does, in fact, pro-
vide the required quality. 

In the context of our modeling approach for enera, we strongly recommend the 
use of a quality model such as ISO 25010 or similar as a baseline for requirements 
analysis. A quality model provides additional evidence for arguing the complete-
ness of an assurance case. 
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4.1.1 Product Quality Model 

The ISO/IEC 25010 standard lists eight main categories of product quality attrib-
utes:  

• Functional Suitability,  
• Performance/Efficiency, 
• Compatibility,  
• Usability,  
• Reliability,  
• Security,  
• Maintainability, and  
• Portability.  

Each of these categories comprises several sub-characteristics. Safety and security 
qualities – probably those qualities that most likely require assurance case model-
ing – are mainly reflected as sub-characteristics of Reliability, in particular 

• Availability, 
• Fault Tolerance, 
• and Recoverability, 

as well as these sub-characteristics of Security: 

• Confidentiality, 
• Integrity, 
• Non-repudiation, 
• Accountability, and 
• Authenticity. 

Some product characteristics that are generally considered important for safety 
and security also appear in the Functional Suitability category, in particular 

• Functional correctness. 

Interestingly, some relevant aspects of safety and security are missing in the list of 
product qualities; instead, the standard assigns them to the Quality-in-Use catego-
ries. 

4.1.2 Quality-in-Use Model 

Regarding the needs of the users who deploy and apply the system, ISO/IEC 25010 
offers five main categories:  
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• Effectiveness,  
• Efficiency,  
• Satisfaction,  
• Freedom from Risk, and  
• Context Coverage. 

These categories include several sub-characteristics that are often essential prop-
erties requiring a high level of assurance, particularly in safety- or security-critical 
application contexts, in particular: 

• Trust (a sub-characteristic of Satisfaction): 
Degree to which a user or other stakeholder has confidence that the sys-
tem will behave as intended. 

• Health and Safety Risk Mitigation (a sub-characteristic of Freedom from 
Risk): 
Degree to which the system mitigates the potential risk to people in the 
intended contexts of use. 

• Environmental Risk Mitigation (also a sub-characteristic of Freedom from 
Risk): 
Degree to which the system mitigates the potential risk to property or the 
environment in the intended contexts of use. 

Especially the latter two sub-characteristics are key properties in terms of system 
safety and are most likely to warrant closer inspection using assurance case mod-
eling. 

4.1.3 Qualities Not Considered in ISO/IEC 25010 

Remarkably, ISO/IEC 25010 does not explicitly address data privacy – that is, char-
acteristics referring to the protection of person-identifiable information – and cor-
responding characteristics to ensure informational self-determination and trans-
parency regarding the processing of personal data. The only characteristic vaguely 
referring to these types of qualities is confidentiality. This lack of privacy awareness 
may be due to the early publication date of the standard: It appeared long before 
the European General Data Protection Regulation (GDPR) put more emphasis on 
this quality aspect. 

Some of the apparent omissions of ISO/IEC 25010 regarding data privacy are ad-
dressed in a related quality standard for data quality, ISO/IEC 25012 [70], such as  

• Accuracy,  
• Completeness,  
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• Currentness, or 
• Accessibility. 

Other privacy characteristics, such as data parsimony, need to be derived directly 
from the corresponding privacy regulations if the processing of personal data is 
intended. As a result, our method must resort to additional domain- or quality-
specific standards if the system under development requires specific critical quali-
ties not mentioned in the generic quality models such as ISO/IEC 25010. 

4.2 Use Case Enhancements 

The IEC use case template has gained significant momentum in the community. 
However, the use case methodology according to IEC 62559 offers only limited 
support for working out safety- or security-specific requirements and documenting 
their interrelationships. Requirements relating to functional safety or information 
security are just appended as “Safety Considerations” or “Security Considerations” 
to the description of the transaction steps. In addition, the requirements engineer 
may explicitly specify security objectives as “Objectives” of a use case; they may 
also be noted in the form of a mandatory post-condition of an application scenario. 
Apart from this, the use case template offers little to no specific guidance on these 
types of quality requirements.3 

Basically, the use case methodology according to IEC 62559 treats security or 
safety aspects in the same way as any other non-functional requirement, such as 
performance, usability, maintainability, or scalability. The pre-standard IEC/PAS 
62559 [71] merely recommended that potential security risks should always be ex-
amined when analyzing the use cases and that it should be checked which system 
assets are at risk and what kinds of vulnerabilities they may exhibit. 

However, the application description for the use case template according to 
IEC 62559 does not specify how, for example, safety requirements or necessary 
preconditions can be systematically elicited or examined for consistency and com-
pleteness. Supplementary procedures and models are required for these tasks – 
which ones to use is left to users with domain knowledge. 

For even more comprehensive support for security and safety analyses, additional 
information beyond the attributes provided in the template would be desirable, 
such as: 

                                                           
3 In enera, a first suggestion for integrating security into the IEC 62559 use case template to sup-

port an information security management system (ISMS) was proposed and documented in the 
final report of the project [72, pp. 130-140]. 



 Eliciting Quality Requirements 

  61 

• A listing of the safety assumptions: preconditions for a safe execution of 
the use case; 

• A listing of foreseeable misuse cases together with the underlying motives 
for misuse; 

• A survey of possible attackers (threat agents) and their characteristic at-
tributes, such as available time and resources, skill level, or motives for 
attack; 

• Anti-goals to be excluded: Events that must not happen under any circum-
stances; 

• Functional assets (i.e., processes and interfaces) involved and their protec-
tion requirements; 

• Physical assets (i.e., hardware) involved and their protection require-
ments. 

However, given the scope of the existing use case template and the difficulties of 
the stakeholders in providing meaningful information on the required attributes, 
one has to consider very carefully which of the information that is desirable in prin-
ciple should actually find its way into the use case template. 

Especially for systems like the Smart Grid that are subject to constant change and 
emerging new cyber-threats, continuous security management is a challenge. Un-
fortunately, the use case primarily documents the results of a security requirement 
assessment: How these findings came about is not always so readily comprehensi-
ble.  

In order to maintain an overview of whether all relevant safety goals of a Smart 
Grid design are still achieved – despite constant changes and expansions of the 
energy network and despite evolving security threats – , the reasoning as to why 
the system may be considered safe must be comprehensible and verifiable at any 
time. Here, Assurance Cases, as introduced in Section 3.2, offer a way to relate 
safety or security goals, assumptions, reasoning strategies, justifications, safe-
guards, security countermeasures, and corresponding evidence to each other. 
They promote understanding of where the individual safety and security require-
ments originate and how they interact to ensure that a higher-level safety objec-
tive is actually achieved. If the system changes, the argumentation chain modeled 
in GSN can be run through again to check whether all assumptions and conclusions 
are still valid and whether the solution modules provided for solving the safety 
problem together still meet the specified goal. If system changes cause a gap in the 
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underlying safety strategy, this shortcoming becomes more easily apparent in the 
GSN model than in a result-oriented requirements or use case specification.  

In the enera project, we carried out a case study on an electric vehicle charging use 
case to illustrate how basic functional availability goals, safety goals, or IT security 
goals can be refined step by step into hierarchically structured sub-goals [72, pp. 
180-186]. Using GSN, these sub-goal models are iteratively reduced until we finally 
obtain immediately evident solution modules. Along this refinement hierarchy, 
both the argumentation strategy and its justification as well as the assumptions 
made in the process can be recorded in corresponding annotations. Moreover, the 
specific context and its restrictions in which this chain of arguments is valid can be 
documented. In the event of system changes, these arguments are thus accessible 
for review.  

Table 13 shows how the use case model can be enriched by means of GSN to justify 
a protection requirement more comprehensibly and to make it more maintainable 
(see Appendix A for reference to the respective UC template sections). However, 
relevant smart grid standards do not currently consider GSN as a modeling ap-
proach for use case specifications. 

Table 13 – Assignment matrix GSN to UCMR model elements 

GSN Element Use Case Element Recommendations for IEC 62559 UC Template 

Goal UC Section 1.3: 
Objective 
UC Section 6: 
Requirement 

Integration of objective ID for easy cross-ref-
erencing. 
 

Strategy   –  A conclusive connection between a goal and 
its sub-goals or requirements should be docu-
mented. 

Solution UC Section 8: Cus-
tom information 

A solution refers to evidence that a goal or re-
quirement is fulfilled. The UC template does 
not list this element explicitly yet, but this 
could be realized by a key-value pair in Sec-
tion 8 of the template. 

Context UC Section 1.3: 
Scope 

Documented only for the entire use case and 
not yet specific to sub-goals or strategies. 

Assumption UC Section 1.6: 
Assumptions 

Assumptions can already be documented, but 
without reference to other UC elements. 

Justification  –  Integrate the capability to explicitly document 
a rationale for a goal or strategy. 
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GSN Element Use Case Element Recommendations for IEC 62559 UC Template 

SupportedBy Reference to ele-
ment with ID 

Currently, only references to elements with an 
ID are feasible. 
Provide a continuous chain from goal to re-
quirement. 

InContextOf  –  Provide references to context, assumptions, 
and rationale. 

The remainder of this section will focus on our proposed extensions and recom-
mendations, motivate their need, and document the current status of the work.  

4.3 Assurance Case as a Guide for Properly Addressing Quality Properties 

When considering all quality properties that are important for the stakeholders of 
a system, a systematic guideline assures the coverage of the quality properties al-
ready during requirements elicitation. As each quality property can entail several 
concrete quality goals for the system, a comprehensible and traceable elicitation 
process becomes more important as the complexity of the system increases. 

Such a systematic approach is provided by an assurance case, which includes pro-
cess steps as well as resulting artifacts. In Figure 18, we derived the top goal shown 
with its quality properties, explained in Section 4.1, as a suitable starting point. 

 

Figure 18 – Top goal of the assurance case for quality requirements 

Goal G1 serves as the top goal of quality engineering and is formulated as 

(G1) All relevant quality properties have been addressed properly. 
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The quality properties mentioned in G1 are further described by a context element, 
which restricts the goal to properties of the ISO/IEC 25010 only. This coarse-
grained goal G1 must be divided into more fine-grained sub-goals in order to prove 
its fulfillment by corresponding evidence artifacts.  

4.3.1 Refinement of the Top Goal 

We follow the strategy of first identifying the relevant quality properties. Not all 
quality properties may be relevant to the stakeholders, so excluding some at the 
beginning may be useful. Relevant quality properties should lead to a correspond-
ing sub-goal that claims their proper consideration. This process is expressed in the 
Activity Diagram shown in Figure 19.  

 

Figure 19 – Supporting activities to properly address relevant quality properties 

To guide the engineer through these and further process steps, we have developed 
corresponding patterns for the assurance case that realize the processes. The pro-
cess in Figure 19 leads to the assurance case pattern shown in Figure 20. 

Step 1, which addresses the identification of the relevant quality properties, is 
transformed into Goal G2, formulated as 

(G2) All relevant quality properties have been identified 

which is further developed in a separate GSN module for the sake of clarity in Sec-
tion 4.3.2 (for an introduction to GSN modules, see Section 3.2.6). 

In Step 2 of the process in Figure 19, a sub-goal is formulated to follow-up the ad-
dressing of a relevant quality property. Therefore, we developed a generic pattern 
for formulating a sub-goal for each quality property as follows:  

(G5) The <system> is acceptably <quality property adjective>. 
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Figure 20 – Generic template for breaking down the top goal into sub-goals 

To eliminate ambiguity – especially in complex system-of-systems – we recom-
mend mentioning the system name already in the goal. The quality property ad-
jective is an adjective related to the quality property to be addressed (e.g., secure, 
available, reliable). In Section 4.3.3, we will present a generic pattern for further 
refinement of quality goals. 

4.3.2 Quality Property Identification 

At the beginning of the use case elicitation, the quality properties that the system 
should satisfy must be defined. The stakeholders can name the quality properties 
that are relevant from their point of view. In order to facilitate the selection, a list 
of generally relevant quality properties in the form of a checklist is useful. In our 
case, we use the quality properties of ISO/IEC 25010, which have been defined for 
systems and software engineering. However, depending on the system to be de-
veloped, other quality properties may also be suitable. If a quality property is clas-
sified as relevant, this should be documented in a list of relevant quality properties. 
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If several stakeholders participate in a use case, all stakeholders should be asked 
about the relevant quality properties at the beginning of the analysis. In a subse-
quent step, use case elicitation can be continued. This ensures that the views of 
the other stakeholders are also considered in the subsequent process. 

The procedure described here is illustrated in an assurance case as shown in Fig-
ure 21. 

 

Figure 21 – Quality property identification argument 

We introduced Goal_496 to ensure that all stakeholders are consulted. The com-
pleted quality property checklists serve as evidence. Goal_502 aims at document-
ing the relevant quality properties that appear important to at least one stake-
holder. It is fulfilled by a list of relevant quality properties in Solution_501. 

We assume here that the outgoing list of quality properties is appropriate for the 
system under consideration and that all stakeholders have been identified. 



 Eliciting Quality Requirements 

  67 

4.3.3 Generic Argumentation Pattern 

For each quality property identified as relevant, a corresponding quality goal is now 
formulated that requires the fulfillment of the quality property. The generic pat-
tern of Goal G5 shown in Figure 22 is suitable for this purpose. It will serve as the 
topmost quality property goal (e.g., “The system is acceptably safe”, “The system 
is acceptably secure”).  

Since this formulation is still too abstract to implement or test the goal, it must be 
further decomposed into more specific goals. Our strategy is to derive concrete 
quality goals that are implementable and testable. We assume that the sum of the 
concrete quality goals completely fulfills the topmost quality property goal. For ex-
ample, “The system is acceptably secure” is fulfilled when all security sub-goals are 
met.  

The difficulty, however, lies in fully identifying a quality property’s sub-goals 
(Goal_444). Only then can the objectives be implemented (Goal_445) and finally 
verified (Goal_448).  

That being said, the next issue to resolve is how to identify and formulate: quality 
goals. Figure 23 shows a proposal in which the problems that may occur in the con-
text of the quality properties are identified first. Since not all problems have the 
same criticality, we focus the engineering effort on the more critical problems. 
Here, a risk-based approach has proven to be effective. In a risk assessment, the 
risks associated with the problems are evaluated. After the problems and their crit-
icality have been determined, then, appropriate mitigating quality goals are for-
mulated for each critical problem that prevent the occurrence of the problem or 
at least mitigate its consequences. 

There are several ways to identify problems with regard to quality properties. In 
Section 4.4, we present an approach for systematically identifying problems using 
guidewords. 

The fulfillment of Goal_458 can be documented in a risk assessment report. What 
the underlying assessment process and the resulting report looks like may vary 
with the quality property to be assessed. For the “safety” property, a Hazard and 
Risk Analysis Report, which will be introduced in Section 4.4, is most common. 
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Figure 22 – First level of subdivision of a quality property goal 

  

Figure 23 – Goal identification activity 
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Goal_459 addresses the formulation of mitigating goals for critical problems. The 
outcome of the goal identification activity is a list of quality goals that can be used 
to drive the development of a quality property. This is targeted by Goal_445. Fig-
ure 24 shows the refinement of this goal. As shown there, we assume that the 
quality goals are independent of each other in the sense that every single quality 
goal of the list could be considered separately. 

 

Figure 24 – Goal-addressing activity 

When instantiating this generic pattern, all quality goals appear side by side at the 
position of Goal_X. Each goal is then elaborated individually according to the pro-
cess shown in Figure 25. There, we assign one or more use case scenarios to each 
quality goal, each describing a system interaction where the quality is relevant. 

The use case template (see Appendix A, UC Template Subsection 4.2) aims to detail 
scenarios as a stepwise description of the interaction between user and system (or 
peer system and system, respectively). Usually, the desired system behavior is de-
scribed first, step by step, following the pattern sequence “user interacts with sys-
tem”, “system responds to user”, and so on. 

For each step in a scenario related to a quality goal, we can assess whether it con-
tributes to the fulfillment of the quality goal or has the potential to violate the 
quality goal. In this sense, the information that is exchanged in a step (i.e., the out-
put of the step) is of interest.  
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Figure 25 – Assignment of quality goals to use case scenarios  

If a step potentially violates the quality goal, an alternative scenario is specified to 
describe the deviation of the desired behavior. Figure 26 shows the entire assess-
ment process in the assurance case. The process ends with the reference to the 
alternative scenario.  

Applying this generic argumentation pattern leads to a set of preliminary quality 
goals related to a quality property (e.g., security, safety, or availability). The use 
case template then contains scenario descriptions at the level of detail that is 
known at this stage of the systems engineering process. This information is passed 
on to subsequent engineering activities for further refinement. 
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Figure 26 – Assessment of quality goal in scenario steps 

4.4 Introduction to Problem Identification and Risk Assessment 

To adequately address risks in terms of product quality, the conditions, causes, and 
specific effects of these risks must be determined first. Hazard Analysis and Risk 
Assessment (HARA) is a method for identifying such risks. Appropriate means for 
addressing them can then be specified accordingly [73, pp. 7-3]. The aim of HARA 
is to reduce the overall risk below a threshold at which the residual overall risk is 
considered acceptable or justifiable. 
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Across numerous application domains, HARA (or some equivalent risk analysis 
method) is highly recommended as an essential component for quality assurance. 
Examples include IEC 61508 [74], ISO 26262 [75], ARP 4754-A [76], or EN 50128 
[77]. Hazard and Operability Studies (HAZOP), according to IEC 61882 [78] is a sim-
ilar risk analysis method widely applied in the process industry. 

This section provides general guidance on key elements of HARA application, as 
well as on non-safety quality risks. We will loosely adhere to the terminology es-
tablished in ISO 26262 [75] for the automotive industry, but the concepts apply to 
related standards and other domains as well. 

Central to HARA is the notion of a Hazard, an event that directly results in personal 
injury, property damage, or (outside the scope of ISO 26262 [75]) environmental 
damage. As an example of a hazard, consider a “vehicle breakdown”. Transferred 
to other quality properties, we can speak here in generalized terms of a Problem 
(see Section 4.3.3 and Figure 23). In other words, we use the term Problem in the 
generic argumentation pattern, whereas a Hazard is the safety-specific instance of 
a problem. 

Hazards can occur in a variety of scenarios, with each scenario being referred to as 
a Hazardous Event. Hazards are analyzed in different situations, since not every 
hazard posed by the system is equally critical in every situation. For instance, the 
hazardous event “vehicle breakdown while driving” is more critical than “vehicle 
breakdown while parking”.  

Causes of hazards can be internal or external to the system under development. 
Many safety standards restrict their analysis to internal causes; specifically, 
ISO 26262 focuses the analysis on the identification of deviations of key system 
elements from their intended behavior. These functional deviations are referred 
to as Failure Modes, and they specify how key system elements can fail. Failure 
modes are specified by HARA analysts, who typically do so on the basis of estab-
lished Guidewords or application-specific judgment. For instance, a typical guide-
word is “No/Not”, indicating the omission of a functionality of a system’s element. 
Other typical guidewords are “Unintended”, indicating a commission of function-
ality where it is not expected, or “More/Higher”, “Less/Lower”, “Early”, and “Late” 
for value or timing problems. Depending on the type of system functionality and 
quality property under assessment, other guidewords could be appropriate, for in-
stance “wrong sequence”, “intermittent”, or “reverse”. In general, three flow types 
can be distinguished: “information flow”, “material flow”, and “energy flow”. The 
analyst can combine the guideword with the functionality to formulate a failure 
mode and then use it for further analysis. 
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Once hazards have been identified, their severity, that is, the magnitude of the 
impact of their occurrence, and their likelihood of occurrence need to be evalu-
ated. In principle, the combination of a hazard’s severity and likelihood yields the 
hazard’s risk.  

In cases where these parameters are difficult to quantify accurately, qualitatively 
estimating the risk based on categorical risk criteria is typically preferred instead. 
In the case of ISO 26262 [75], risk parameters include “Exposure”, “Severity”, and 
“Controllability”. Exposure reflects the likelihood of being an operating condition 
that may be hazardous if a particular failure mode occurs simultaneously. Severity 
reflects the impact of the hazard on people involved (which may include bystand-
ers who are not directly involved in the operation of the system; for example pe-
destrians in the case of ISO 26262). Controllability is specific to ISO 26262 and re-
flects the ability of the driver or other people to avert the hazard during operation.  

We propose using the HARA approach for each use case already in the early use 
case elicitation phase in order to identify related problems, to prioritize them, and 
formulate corresponding goals that address the problems. In the following, we will 
use an electric vehicle as our system under consideration to illustrate the ap-
proach.  

We will take one of the use cases shown in Figure 27 to identify the various possi-
ble deviations of the use case. Beginning with “(UC1) Accelerate Vehicle”, a poten-
tial failure mode is “No”, resulting in loss of acceleration of the vehicle. The corre-
sponding hazard (as an instance of a problem) could be classified as “vehicle break-
down”. Table 14 shows a non-exhaustive example application of different failure 
modes to the use case. 

In the next step, the identified problems are combined with relevant operational 
situations into which we refer to as problematic events. For instance, the hazard 
“vehicle breakdown” could be critical while driving through a tunnel. If a hazard is 
critical in a particular situation, the probability of the occurrence of that situation 
is important.  
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Figure 27 – Example use cases of an electric vehicle 

In practice, it is often difficult to determine reasonably accurate quantitative val-
ues for the probability. Therefore, a qualitative approach with different probability 
classes is a pragmatic and lightweight solution. 

Table 14 – Example Functional Problem Analysis (FPA) 

FPA ID UC ID Use Case Failure 
Mode 

Malfunction / 
Deviation 

Problem 

FPA_1 UC1 Accelerate 
Vehicle 

No/Not Vehicle does 
not accelerate 

H_1: Vehicle 
breakdown 

FPA_2 UC1 Accelerate 
Vehicle 

Unin-
tended 

Vehicle acceler-
ates uninten-
tionally 

H_2: Unintended 
vehicle accelera-
tion 

The occurrence probability should be classified in accordance with the domain-
specific definitions of the corresponding standards, where available. In Table 15, 
different situations are assigned to our exemplary hazards, and the exposure clas-
ses of ISO 26262-3 [5] are used (see Table 22 in Appendix B) to characterize their 
likelihood. If no classes are defined in a standard, Table 16 may be used instead. 
We extended the classification to a simple semi-quantitative approach to allow 
mathematical operations on the classes when combining them with other metrics. 
The four classes “Highly unlikely”, “Low probability”, “Medium probability”, and 
“High probability” enable a coarse-grained classification of the duration or fre-
quency of exposure.  
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Table 15 – Example analysis of hazards in specific situations 

Prob-
lematic 
Event ID 

Prob-
lem 
ID 

Problem Situation 
Descrip-
tion 

Exposure Argument 

HE_1 H_1 Vehicle break-
down 

Vehicle 
driving 
through 
tunnel 

E2 – low 
probabil-
ity 

Situation occurs statis-
tically less than 1% of 
the operating time 
(0.4 h/a … 4 h/a) 

HE_2 H_2 Unintended 
vehicle accel-
eration 

Vehicle 
driving on 
highway 

E4 – high 
probabil-
ity 
 

Determined by expert 
assessment 

The proposed procedure demonstrated in Table 15 was intended to be lightweight 
in order to enable quick and easy assessment exposure. Where more information 
about probability values or exposure times is available, this should already be doc-
umented in the column “Argument” and passed on to subsequent engineering ac-
tivities. 

Table 16 – Semi-quantitative exposure classification 

Class E0 = 0 E1 = 1 E2 = 2 E3 = 3 

Description Highly unlikely Low 
probability 

Medium prob-
ability 

High 
probability 

In Table 20, all risk factors related to the problematic event – i.e., situation expo-
sure, severity of consequence, and controllability – have been assigned. In this ex-
ample, the metrics of ISO 26262-3 [5] (see Table 22, Table 23, and Table 24 in Ap-
pendix B) are used. If no other metric is available, the general-purpose classifica-
tions introduced in Table 17 and Table 18 may be used instead.  

Table 17 – Semi-quantitative severity classification 

Class S0 = 0 S1 = 1 S2 = 2 S3 = 3 

Description No loss Low severity Medium sever-
ity 

High severity 
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Table 18 – Semi-quantitative controllability classification 

Class C0 = 0 C1 = 1 C2 = 2 C3 = 3 

Description Controllable in 
general 

High controlla-
bility 

Normal con-
trollability 

Low 
controllability 

To express the overall risk of a problematic event, we propose combining all factors 
into one central metric by multiplying them. We further refer to this as criticality 
metric (CM): 

 CM = E * S * C 

CM can be used to prioritize the use cases and quality goals. Another important 
aspect of CM is the associated thoroughness that is required in subsequent analy-
sis. A complete overview of resulting values is shown in Table 19. 

It should be noted that this is just a simple utility to allow the requirements engi-
neer to make a quick and rough assessment of the criticality. Therefore, not too 
much importance should be attached to the individual values. Equal values corre-
spond to similar criticality, even tendencies between two values (larger or smaller) 
are possible, but further mathematical operations have no semantics. For example, 
twice the CM does not necessarily mean twice the criticality. The same limitations 
exist here as with the Risk Priority Number (RPN) of the Failure Mode and Effects 
Analysis (FMEA) [79] and other similarly designed metrics. 

The multiplications by zero (E0, S0, or C0) are intentional and lead directly to a CM 
of zero, regardless of the values of the other parameters. These problems or de-
rived quality goals can probably be directly neglected in most cases, either because 
they do not have a large impact by themselves, or they are usually controllable by 
the user, or they are only relevant in situations, which are very unlikely to occur. 
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Table 19 – Criticality Metric Matrix 

 Sever-
ity 

class 

Expo-
sure 
class 

Controllability class 

0 1 2 3 

 0 0 0 0 0 0 

0 1 0 0 0 0 

0 2 0 0 0 0 

0 3 0 0 0 0 

1 0 0 0 0 0 

1 1 0 1 2 3 

1 2 0 2 4 6 

1 3 0 3 6 9 

2 0 0 0 0 0 

2 1 0 2 4 6 

2 2 0 4 8 12 

2 3 0 6 12 18 

3 0 0 0 0 0 

3 1 0 3 6 9 

3 2 0 6 12 18 

3 3 0 9 18 27 

Instead of CM, ISO 26262-3 [5] proposes a conversion table that relates the factors 
to the automotive-specific metric of Automotive Safety Integrity Levels (ASIL). For 
instance, the hazardous event “Vehicle breakdown while driving through tunnel” 
(HE_1), which is rated E2, S3, and C2, results in ASIL A according to Table 25 in Ap-
pendix B.  
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Table 20 – Example assessment of problematic events 

Prob-
lematic 
Event 
ID 

Problematic Event 
Description 

Consequence Expo-
sure 

Se-
verity 

Con-
trolla-
bility 

HE_1 Vehicle breakdown 
while driving 
through tunnel 

Rear-end collision 
caused by following 
vehicle. Tunnel road 
blocked. 

E2 – low 
probabil-
ity 

S3 – 
fatal 

C2 – 
nor-
mal  

HE_2 Unintended vehicle 
acceleration on 
highway 

Frontal collision with 
another vehicle 

E4 – high 
probabil-
ity 
 

S2 – 
se-
vere  

C2 – 
nor-
mal  

The loop to the assurance case is closed by deriving quality goals as a system ob-
jective to respond to a problematic event. The system could respond either by re-
ducing the severity or the probability of the problematic event, or by improving its 
controllability. In our case, the safety goal “Vehicle shall not break down without 
warning the driver within 500 msec. Safe state: Warning issued” addresses HE_1 
by reducing the probability of an actual accident through higher controllability by 
the driver, who can decide on further actions (e.g., maneuver, hazard lights on, 
etc.). Table 21 contains the full description of our example hazardous events. 

Table 21 – Quality goal assignment 

Prob-
lematic 
Event 
ID 

Problematic Event 
Description 

Criti-
cality 
Level 

Quality 
Goal ID 

Quality Goal 

HE_1 Vehicle breakdown 
while driving 
through tunnel 

ASIL A SG_1 Vehicle shall not break down 
without warning the driver 
within 500 msec. Safe state: 
Warning issued 

HE_2 Unintended vehicle 
acceleration on 
highway 

ASIL B SG_2 Vehicle shall not accelerate un-
intentionally for longer than 
200 msec. Safe state: Propul-
sion off; warning issued 

The generic assurance case from Section 4.3 targets Goal_457, that is, the com-
plete identification of all problems. Figure 28 illustrates the further breakdown to 
achieve this goal by following a systematic process. 
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Figure 28 – Problem identification argument 

The systematic process is based on step-by-step guidelines, as described here with 
the HARA approach. Even though we tried to provide a proper description of the 
process steps, the presence of people with experience in the HARA method as well 
as stakeholders who are familiar with the problems that might occur in the context 
of a system is essential. Therefore, the process shown in Figure 29  requires at least 
reflection about the people involved in the analysis and, if possible, evidence for 
their proficiency should be provided, e.g., training certificates or a convincing cur-
riculum vitae. 

Apart from experienced people, the underlying method must be mature and needs 
to be followed according to the guidelines required in Goal_477 (see Figure 28 and 
Figure 30). This could be proven by a (short) method analysis with respect to the 
appropriateness of the guidewords used and the systematic application of the 
guidewords to each use case. Reviews and a proper versioning approach promote 
proper execution of the method. 
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Figure 29 – Evidence of experience 

 

 

Figure 30 – Evidence of proper problem identification process 
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5 Combining Use Cases and Assurance Cases 

Tool support ensures consistency of the information in the use case description 
and in the assurance case. It maintains the linkage between the different parts of 
the use case description and the respective elements in the assurance case model. 

5.1 Linkage Between Objectives 

In Figure 31, we show the linkage between the use case objective mentioned in 
the use case template and the corresponding objective (referred to as Goal) in the 
assurance case. Additional rationale for the goal can be provided in the assurance 
case as well. In the complete model (see Section 4.3.3), these objectives are sys-
tematically addressed using a top-down approach. 

 

Figure 31 – Objectives 
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5.2 Linkage Between Scenarios 

For each objective, we maintain a link between the use case scenarios, mentioned 
in the use case template and the corresponding scenarios in the assurance case, as 
illustrated in Figure 32. 

 

Figure 32 – Scenarios 

In the completed model (see Section 4.3.3, Figure 26), every problem defined in 
these scenarios is systematically mitigated. 
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5.3 Linkage Between Steps 

In Figure 33, we show the linkage between the steps of every scenario mentioned 
in the use case template and the corresponding steps in the assurance case. 

 

Figure 33 – Steps 

In the complete model (see Section 4.3.3, Figure 26), every step is validated against 
the underlying goal. 
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5.4 Linkage Between Alternative Scenarios 

 

Figure 34 – Alternative scenario reference 
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In Figure 34, we illustrate the relation between different use case scenarios men-
tioned in the use case template and the corresponding relation in the assurance 
case. In the complete model (see Section 4.3.3, Figure 26), if a specific step of a 
scenario affects the underlying goal, then another scenario (of the same use case) 
is referenced describing the possible deviations.
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6 Summary 

In the SINTEG project enera, challenges and appropriate solutions were researched 
that will accompany us on the way to a Smart Grid. Smart Grids clearly represent a 
socio-technical system of systems due to their structure of multiple integrated 
complex systems with pluralistic goals and strong interactions with user behavior. 

In this work, we summarize the special characteristics and challenges of complex 
systems and systems of systems. Based on these characteristics, we present a pos-
sible Systems-of-Systems Engineering (SoSE) process that has to fulfill eight essen-
tial requirements:  

• Requirement 1 (Establish shared understanding),  
• Requirement 2 (Enable collaboration),  
• Requirement 3 (Ensure interoperability),  
• Requirement 4 (Ensure confidentiality of information),  
• Requirement 5 (Visualize all relevant information simultaneously),  
• Requirement 6 (Enable continuous monitoring),  
• Requirement 7 (Enable integration into existing models), 
• Requirement 8 (Use purposeful tools and methodologies). 

The SoSE process outlined in this book consists of the creation of four submodels:  

• the Artifact Model, consisting of the artifacts “Shared Understanding”, 
“Body of Knowledge”, “Ubiquitous Language”, and “Standards and Stand-
ardization Gaps”; 

• the Activity Model, consisting of the activities “Establish a shared under-
standing”, “Identify standards”, and “Updating the documentation”; 

• the Role Model, consisting of the roles “Requirements Owner”, “System 
Designer”, “System Support”, and “Coordinator”, and finally 

• the Sequence Model, which describes the chronological order of the activ-
ities and defines milestones after every activity. 

Furthermore, we present some tools and methodologies that can be used in the 
process to address the process requirements and elaborate elements of the sub-
models, such as Lego Serious Play, Reference Architecture Models (RAM), and use 
cases.  
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Reference Architecture Models (RAM) are used for the visual classification of logi-
cal system elements. They provide different views of a system at different levels of 
abstraction.  

To determine the logical system elements, we propose use cases. As use cases are 
used especially in early systems engineering phases, knowledge about the system 
under consideration is limited during use case specification, especially with regard 
to system architecture and system assets (information assets, process assets, and 
physical assets). To bridge this temporary gap, use cases can describe the system 
behavior from the user’s point of view even with limited knowledge about the sys-
tem architecture and its elements.  

During requirements elicitation with use cases, stakeholders primarily describe 
functional properties of the system to be developed. In order to bring non-func-
tional requirements into the focus of the stakeholders, we propose explicitly di-
recting their attention towards non-functional system qualities and working 
through them systematically. To support this, we have developed a guideline that 
helps to formulate and track the desired quality goals. As documentation of the 
guideline, we introduce assurance cases with the Goal Structuring Notation (GSN).  

By reducing the problem of quality assurance to proper coverage of isolated quality 
properties, general quality goals could be traced down to individual quality re-
quirements. If already present in the early system development phase, the trace 
also reaches to solution elements that implement the requirements and therefore 
fulfill the goal.  

The top goal of the presented assurance case is to properly address all quality prop-
erties that are deemed relevant for the stakeholders. In order to identify the rele-
vant quality properties from the list of potential system quality properties, we pre-
sented a corresponding process for this purpose, which assures that all stakehold-
ers have been thought of for all quality properties and that corresponding quality 
goals are formulated.  

We also provide a process for addressing the identified quality goals. They cover 
the assessment of each quality goal in the use case scenarios as well as their step-
by-step description. Whenever a step has the potential to violate the currently con-
sidered quality goal, the proposed process demands an additional scenario de-
scribing the system’s reaction to possible deviation(s) from the desired outcome.  

For systematic risk analysis, we provide a problem identification method based on 
guidewords applied to use case descriptors. Furthermore, a semi-quantitative risk 
assessment is proposed, which considers problems and, where appropriate, prob-
lematic operational situations. We propose using this approach already in the early 
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use case elicitation phase for each use case to identify related problems, prioritize 
them, and formulate corresponding goals that address the problems. 

Finally, we propose utilizing the IEC 62559 use case template and instantiating the 
presented generic argumentation pattern in parallel during use case elicitation 
with the stakeholders. Linkage between use case template elements and assur-
ance case elements should be established in both directions. The assurance case 
can provide additional information about strategy, context, or assumptions that is 
not explicitly mentioned in the use case template. Moreover, the assurance case 
enables complete traceability across all related elements. Regarding the entire 
SoSE process, it looks promising to visualize as many elements of the engineering 
process as possible and to manage them in a tool-supported model in order to 
switch between different views. 
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 Enhanced Use Case Template 

This appendix shows an empty use case template (UC Template) based on IEC 62559 [62] and en-
hanced with our proposed adjustments highlighted in green. 

UC Template Section 1 – Description of the use case 

UC Template Subsection 1.1 – Name of use case 

Use case identification 

ID Area Domain(s) / Zone(s) Name of use case 

   

UC Template Subsection 1.2 – Version management 

Version management 

Version 
no. 

Date Name of author(s) Changes Approval 
status 

     

UC Template Subsection 1.3 – Scope and objectives of use case 

Scope and objectives of use case 

Scope ID Name 
  

Objective(s) 
 

ID Name 
  

Related business 
case(s) 

 

UC Template Subsection 1.4 – Narrative of use case 

Narrative of use case 

Short description 

 
Complete description 
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UC Template Subsection 1.5 – Key performance indicators 

Key performance indicators 

ID Name Description Reference to mentioned use case ob-
jectives 

    
 

UC Template Subsection 1.6 – Use case conditions 

Use case conditions 

Assumptions 

ID Description 

  
Prerequisites 

 

UC Template Subsection 1.7 – Further information to the use case for classification / mapping 

Classification Information 

Relation to other use cases 

 
Level of depth 

 
Prioritization  

 
Generic, regional or national relation 

 
Nature of the use case  

 
Further keywords for classification 

 

UC Template Subsection 1.8 – General remarks 

General remarks 
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UC Template Section 2 – Diagrams of use case 

Diagram(s) of use case 

 

UC Template Section 3 – Technical details 

UC Template Subsection 3.1 – Actors 

Actors 

Grouping Group description 

  
Actor name Actor type Actor description Further information 

specific to this use case 

    

UC Template Subsection 3.2 – References 

References 

No. References type Reference Sta-
tus 

Impact on use case Originator / organization Link  

       

UC Template Section 4 – Step by step analysis of use case 

UC Template Subsection 4.1 – Overview of scenarios 

Scenario conditions 

No. Sce-
nario 
name 

Scenario 
descrip-
tion 

Primary ac-
tor 

Triggering 
event 

Precondition Postcondi-
tion 

Objective 
(ID / Name) 
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UC Template Subsection 4.2 – Steps – Scenarios 

Scenario 
 

Scenario name:  

Step 
No. 

Event Name 
of 
pro-
cess/ 
activ-
ity 

Descrip-
tion of 
process/ 
activity 

Ser-
vice 

Infor-
mation 
pro-
ducer 
(actor) 

Infor-
mation 
receiver 
(actor)  

Infor-
mation 
ex-
changed 
(IDs) 

Re-
quire-
ments 
R-ID  

As-
sump-
tion 
ID 

Alter-
na-
tive 
sce-
nario 
ID 

           

UC Template Section 5 – Information Exchanged 

Information exchanged 

Information 
exchanged 
ID 

Name of in-
formation ex-
changed 

Description of information exchanged Requirements IDs 

    

UC Template Section 6 – Requirements (optional) 

Requirements (optional) 

Categories 
ID 

Category 
name for 
require-
ments 

Objective 
ID 

Category description 

    
Require-
ment ID 

Require-
ment name 

Objective 
ID 

Requirement description 

    

UC Template Section 7 – Common Terms and Definitions 

Common terms and definitions 

Term Definition 
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UC Template Section 8 – Custom information (optional) 

Custom information (optional) 

Key Value Refers to section 
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 Classification of Hazardous Events 

ISO 26262-3:2018 [5] introduces the following qualitative metrics to assess the dif-
ferent dimensions of a hazardous event: exposure, severity, and controllability. 

Table 22 – Exposure classification ISO 26262-3:2018 [5, p. 8] 

Class E0 E1 E2 E3 E4 

Description Incredible Very low 
probability 

Low proba-
bility 

Medium 
probability 

High prob-
ability 

 

Table 23 – Severity classification ISO 26262-3:2018 [5, p. 8] 

Class S0 S1 S2 S3 

Descrip-
tion 

No inju-
ries 

Light and mod-
erate 
injuries 

Severe and life-threat-
ening 
injuries 
(survival probable) 

Life-threatening 
injuries 
(survival uncer-
tain), 
fatal injuries 

 

Table 24 – Controllability classification ISO 26262-3:2018 [5, p. 9] 

Class C0 C1 C2 C3 

Description Controllable in 
general 

Simply 
controllable 

Normally 
controllable 

Difficult to control 
or 
uncontrollable 
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Table 25 – ASIL determination ISO 26262-3:2018 [5, p. 10] 

 Severity 
class 

Exposure 
class 

Controllability class 

C1 C2 C3 

S1 

E1 QM QM QM 

E2 QM QM QM 

E3 QM QM ASIL A 

E4 QM ASIL A ASIL B 

S2 

E1 QM QM QM 

E2 QM QM ASIL A 

E3 QM ASIL A ASIL B 

E4 ASIL A ASIL B ASIL C 

S3 

E1 QM QM ASIL A 

E2 QM ASIL A ASIL B 

E3 ASIL A ASIL B ASIL C 

E4 ASIL B ASIL C ASIL D 
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 Example Assurance Case  

 

Figure 35 – Generic quality property assurance case 
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Figure 36 – Security Argument  
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Figure 37 – Security Argument (continued) – security problem identification
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Figure 38 – Security Argument (continued) – security problem addressing
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